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About ARMA
The Association of Research Managers and 
Administrators (ARMA) UK is the professional 
association for research management in the 
UK. We represent research leaders, managers 
and administrators, offering professional 
development and opportunities to build 
networks, knowledge and skills. 

With over 3000 members, we work with UK-
wide and international bodies to influence and 
understand the changing research management 
agenda, translating the impact of that change for 
our members. 

We work with others to promote public trust in 
research, communicating its benefits and value. 

Most of all, we work to enhance research 
management as a professional partner in the UK 
research environment. You can find out more 
information on our website. 
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FOREWORD

International research collaboration lies at the heart of 
excellent science and scholarship and is integral to our 
ability to address the complex global challenges facing the 
world today. Working with international peers also brings 
significant social and economic benefits to the UK. The fruits 
of these engagements are key to meeting the UK’s objective 
of becoming a science superpower, through the knowledge 
and skills gained and shared, networks developed, 
and outputs produced. The vast majority of research 
collaborations have an overwhelmingly positive impact.

Yet all collaborations and partnerships will entail a 
degree of risk. As a responsible sector, it is incumbent 
on universities and researchers to properly understand, 
evaluate and – where necessary – mitigate against this 
risk. In particular, we must all be alive to the possibility 
that a very small proportion of our research activities will 
have implications for national and economic security, and 
have robust systems and processes in place to respond 
appropriately. 

It is encouraging to see from this report that research 
organisations have engaged positively with the 
security agenda, developing a more mature and robust 
understanding of the issues, and implementing new 
approaches that equip them to better respond to and 
manage challenges in an increasingly uncertain world. 
However, as always, there is more work to be done. We 
are, individually and collectively, very much on a journey.  
We should be proud of the work done to date, share 
and celebrate the progress made across the community, 
but continue to work hard to identify the areas where 
improvements can be made.

The report also shows where the sector needs more 
support and investment to help drive further progress. 
The complexity and costs of responding effectively to the 
Trusted Research agenda have grown considerably – and 
the changing nature of due diligence lies at the heart of 
this. A key finding to highlight is the appetite for more 
collaborative working, to improve practice across the 

sector with coordinated action. This could include greater 
sharing of good practice, producing real life examples of 
practice, and reducing duplication by building awareness 
of initiatives already under way. Solutions can only be 
delivered through the collective efforts of universities, 
sector bodies, funders and government. 

There are three key outcomes that I want to see the sector 
working towards:

The first is to keep increasing capacity in the security space. 
We want to develop guidance and resources to build a 
culture of awareness and understanding in the sector. 

Secondly, we need to ensure that our institutions and our 
stakeholders have confidence in our international research 
and innovation activity. International research collaboration 
should be seen as a strategic asset to the UK – so we need 
to ensure that we maintain political and public support.

Thirdly, we should continue working collaboratively.  
If we are to properly respond to the challenges posed  
by the security agenda in higher education, academic  
faculty and professional services teams must continue to 
work together. 

The higher education community and UK government 
need to develop a clear, collaborative and proportionate 
approach towards promoting growth in the context of 
security challenges. Let’s focus on where the risks are, and 
collectively work to manage these. We do not want to see 
universities walking away from research projects purely for 
reasons of unnecessary complexity and bureaucracy.

I would like to thank ARMA for producing this excellent 
report, which provides us with a strong evidence base of 
the security landscape and what needs to happen to build 
a security conscious culture across the sector. On behalf of 
Universities UK, I look forward to working with colleagues 
on next steps.

Jamie Arrowsmith 
Director, Universities UK International
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Foreword

ARMA is the UK association for research managers and 
administrators. Our purpose is to provide professional 
development opportunities, to connect those within 
the research management community and to advocate 
the views of the profession in relation to national 
policy and matters directly affecting research managers 
and researchers.

International collaboration and partnership are core 
themes of the UK’s mission to be a global science and 
technology superpower. This mission is supported, 
facilitated, and enabled by research managers across  
the sector, and is one in which we are equally as  
invested as our academic colleagues, research funders 
and government. 

Accordingly, when our members told ARMA that there 
had to be a more professional way in which to address 
the question of conducting robust due diligence and 
security assessments for international collaboration, we 
accepted the challenge. This involved seeking a route 
through which collaboration and partnership could 
continue to flourish in a safe and trusted manner whilst 
addressing concerns about duplication, inefficiency and a 
lack of expertise leading to further increased risks.

Through broad engagement across the sector, with ARMA 
members, funders, senior leaders, international partners 
and others, we have identified a number of common 
themes. Whilst universities are adapting at different 
speeds to the realities of due diligence, security and 
legislation, it has become clear that issues of ownership 

and accountability are common, in-house processes are 
often burdensome and myriad actors and stakeholders 
offering guidance in this space only serves to cause 
confusion and this makes it difficult to keep up to date. 
Resource was also frequently cited as an issue, with 
many research managers asked to simply ‘add on’ trusted 
research as an area of responsibility over and above their 
existing roles. Additionally, a lack of expertise across the 
sector, means that even when research organisations 
want to invest, they struggle to recruit and retain the 
right expertise.

This project has left me in no doubt that as a sector, 
we can do better, and that ARMA members were right 
to raise their concerns about the adequacy of current 
approaches to due diligence and security. This report 
makes a number of recommendations about creating a 
national provision and capacity for this activity but also 
identifies actions which research organisations and others 
in the sector should respond to, in order to address 
the complex and interwoven agendas of international 
partnerships, research culture and talent, reducing 
bureaucracy, and addressing security and risk.

The project has been a huge collaborative effort and we 
have had phenomenal engagement from the community, 
underscoring both the interest and need for greater 
support. I must take this opportunity to thank our 
Advisory Group, Research England, ARMA members, 
the ARMA Executive Office team, our partners Jisc, 
Northumbria University and the University of Stirling,  
and everyone else who has supported our work.

Jennifer Johnson 
Principal Investigator
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METHODOLOGY

Further, we held meetings throughout the project 
with a range of organisations and teams, including the 
Research Collaboration Advisory Team, Higher Education 
Export Control Association and UKRI Trusted Research & 
Innovation Programme Board. These engagements helped 
to develop our understanding of the current landscape, 
including where needs are being met and where the 
gaps lie. The ongoing input of such stakeholders enabled 
the development of targeted recommendations that 
complement existing activity across the sector.

Data application

The roundtables and surveys produced a combination of 
qualitative and quantitative data. We have reviewed the 
responses to produce both statistical information and a 
narrative analysis. 

Project partner Jisc attended all roundtable events and 
have had access to survey data. They have undertaken 
their own interviews with research organisations 
to deepen their understanding of the need for a 
collaborative solution. 

The data generated by our stakeholder engagement 
activities has been used by Jisc to model a research 
collaboration diligence system which would respond to 
the needs identified by the sector. Using the ARMA report 
‘Options for Improved Efficiency, Equity and Quality’ as a 
foundation, Jisc also undertook their own interviews with 
a select group of research managers to better understand 
how due diligence is operationalised in research 
organisations in the UK and overseas. This information 
was then developed in an ideation workshop and used 
as a basis for Jisc to develop a high-level technical 
specification and indicative costing for the research 
collaboration diligence system which is discussed in 
Chapter Eight. 

To support the recommendations of the report a 
cost-benefit exercise was undertaken with support 
from colleagues at Northumbria University using data 
generated from our survey of research organisations. 
The exercise combined survey data and Higher Education 
Statistics Agency (HESA) data on research grants and 
contract income (RGCI) to calculate an average cost to the 
sector of undertaking due diligence in three scenarios. 
This was then weighed against the projected efficiency 
saving reported in the survey data and the indicative 
cost of building a research collaboration diligence system 
estimated by Jisc. Details of the cost-benefit analysis are 

discussed in Chapter Three.

METHODOLOGY

Methodology
Our findings have been produced with a combination of quantitative and 
qualitative data collected through an organisational survey, detailed interviews 
with individuals institutions, and a series of roundtable events. We engaged 
with a broad range of sector stakeholders from research organisations, funding 
organisations and sector bodies. We included organisations of varying size and 
scale and individuals operating at operational, leadership and strategic levels.

This work has enabled a deeper understanding of the 
sector response to the trusted research agenda and wider 
security related issues. This includes the current levels of 
preparedness, investment, barriers, and opportunities.

Our methodology was submitted for review and  
approval through the University of Stirling Research  
Ethics Committee.

Data gathering
We received a total of 43 institutional survey responses 
from a representative sample of research organisations  
in the UK. This included specialist and technical 
institutions, medical schools, modern universities and 
research-intensive universities with a broad range of 
international collaborations. 

Our survey enabled participants to give more detailed 
information on the progress they are making, the cost 
of their response, the challenges being faced and the 
opportunities for the sector to drive greater progress with 
a collective response.

Of those respondents, 15 representatives volunteered to 
take part in detailed interviews to provide greater insight 
into their experiences of operationalising new controls in 
relation to trusted research and security.

A further 76 individual participants from a range of 
research organisations, working at an operational and 
leadership level, and 24 representatives from UK funding 
organisations and sector bodies were engaged in through 
a series of six roundtable events. Roundtables were 
targeted to different groups so that we could understand 
the variation in perceptions between different groups.  
For instance, between funding organisations and 
research organisations and between operational staff and 
leadership staff.

Our	roundtables	with	representatives	from	research	
organisations	explored	four	key	areas:
• The degree to which different groups understand 

general due diligence requirements and trusted 
research and security requirements in particular

• The institutional response to the increasing 
requirements of trusted research and security 
requirements in international research collaboration

• The challenges in operationalising the requirements 
and the opportunities to improve practice across 
institutions and the sector 

• The appetite and need for collaborative solutions 
such as a research collaboration diligence exchange 
with a supporting system.

ARMA supports an engaged and dynamic research 
management community. We secured attendance and 
participation from within that community quickly. Our 
engagement with funding organisations and sector bodies 
took longer to achieve than we had hoped. This meant 
that while we were delayed in setting these roundtables, 
there was also a benefit in that we were able to share 
some early findings and have a richer discussion.

Our	roundtables	with	representatives	from	funding	
organisations	and	sector	bodies	explored	the	above	
areas,	as	well	as:
• Discussing the initial findings from the survey and 

research organisation roundtables

• Considering the solutions put forward by research 
organisations

• Considering the role that funding organisations and 
sector bodies might play in such solutions

• The benefits that funding organisations and sector 
bodies might derive from such solutions
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TERMINOLOGY

Terminology
Throughout this report, our roundtables, survey, and other engagement 
activities, we have ascribed the following definitions to the terms used. 
In response to feedback, we have made the decision to evolve away from 
terms such as ‘clearing house’ and ‘national service’ and introduced new 
terminology to describe these concepts.

Clearing	house	or	research	collaboration	 
diligence system
A national repository in which UK research organisations 
and their international partners can store and share due 
diligence information. 

Due diligence
Due diligence and assurance activity carried out in 
respect of a potential or current funder, partner or 
collaborator, including checks on financial stability, 
effective governance, compliance, operational capacity 
and reputational risks that inform decision making on the 
relationship or joint activities.

Efficiency
The state or quality of being efficient, including the 
absence of duplication and unnecessary administration.

Equity
The quality of being fair and impartial. This is often  
used in the context of building equitable partnerships 
with international collaborators (note that we are  
not using equity in the sense of financial value, shares  
or ownership). 

Funding	organisation
Organisations that fund research and innovation activity 
within research organisations, including government 
bodies, charities and industry bodies.

National	service	or	research	collaboration	 
diligence	exchange
An independent entity that would incorporate a clearing 
house and provide support and advice pertaining to 
the interpretation and understanding of due diligence 
as well as capacity building activities for domestic and 
international organisations. During an initial development 
phase, it is expected that the research collaboration 
diligence exchange be hosted within an independent 
sector body that can incubate and provide support and 
infrastructure. One of its core functions would be to  
host the research collaboration diligence system on 
behalf of the sector. In phase one, this was described as  
a ‘national service’.

Quality
The standard of performance of due diligence, whether 
by the institution or an independent service.

Research	organisation	
A body eligible for receipt of UKRI research funding, 
whether directly or indirectly, including higher education 
institutions, independent research organisations (IROs) 
and NHS bodies, NHS bodies with research capacity, 
public sector research establishments, MRC institutes, 
MRC units and partnership institutes and institutes and 
units funded by other research councils.

Research	partner
A partner organisation whether an industrial, charitable 
or public sector organisation that engages with a 
Research Organisation to collaborate in the delivery of 
research and innovation activities.

Sector	bodies
Membership organisations serving research organisations 
and research funders and their interests.

Security
Issues of national security and corresponding regulatory 
requirements and responsibilities placed on research 
organisations and funding organisations.

Trusted	research	
The campaign to secure the integrity of the system of 
international research collaboration through initiatives, 
strategies and regulations including those around data 
protection, intellectual property, terrorism, export 
controls and investments.

mailto:Jennifer.Johnson%40Northumbria.ac.uk?subject=
mailto:Jennifer.Johnson%40Northumbria.ac.uk?subject=
http://linkedin.com/in/jennifer-johnson-a6a28390
https://twitter.com/JStergiou81
mailto:sapna%40formationconsultancy.co.uk?subject=
mailto:sapna%40formationconsultancy.co.uk?subject=
https://www.linkedin.com/in/sapnamarwaha
https://twitter.com/sapna_R_I
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EXECUTIVE SUMMARY

Findings

Progress	made	in	majority	of	organisations

While 84% of research organisations surveyed have 
begun to adapt their processes in response to the 
additional risks of trusted research and security in 
international research collaborations, only 33% believe 
they have completed their adjustments. Most research 
organisations remain on the journey of adapting their 
processes or are currently contemplating how they will 
approach the process. This progress has been supported 
by increased investment. This progress has been 
supported by increased investment.

Further	efforts	needed

There was consistent feedback that current resources 
such as Universities UK case studies had been effective at 
persuading senior leaders that an organisational response 
to trusted research and security in international research 
collaborations is necessary. They have not succeeded 
in conveying the increased complexity, the need for 
specialist expertise and the additional resource burden. 

They have also not succeeded in guiding institutions on 
how to operationalise solutions to managing their risk 
around trusted research and security in international 
research collaborations. There remains a gap to be 
addressed in this area. 

Unique	circumstances	for	trusted	research	and	
security

There are unique differences in how due diligence must 
be conducted for trusted research and security issues 
(as compared to due diligence for broader governance, 
financial and reputational reasons) which necessitate 
additional resource. 

These	include:
• A greater emphasis on desk-based research to be 

carried out by the UK institution

• A greater reliance on specialist tools such as 
intelligence and monitoring software

• A higher degree of technical knowledge required 

Executive Summary
Our research enabled us to gain significant insights into the 
sector response to trusted research and security issues

to interpret both the information gathered and the 
regulatory implications

• A need to involve a wider group of internal 
stakeholders in decision making

Need	for	cross-departmental	response

The cross-cutting nature of legislation in this area has also 
created the need for a cross-departmental response, draw-
ing in colleagues from across the research organisation, 
including legal, governance, finance, international office, 
development office, and information technology. Many of 
these departments have an active role in the process. 

The most common interpretation is that any trusted  
research response should be led by Research and Inno-
vation teams but with a high degree of involvement from 
colleagues across the institution. In some cases, this con-
sultation is additive but in some cases it has led to a lack  
of clarity on leadership and efficiency within decision  
making processes. 

Overwhelmed	by	expectations	

There was a strong sense of teams feeling overwhelmed 
by the combination of pressure to respond from both 
internal and external stakeholders, responsibility for 
decision making in a high-risk area and the absence of 
the resources with which to carry out checks of the depth 
that would enable them to respond confidently. 

Innovation	and	collaboration

In amongst the concern, there were also many ideas for 
innovation and collaboration, as well as belief that better 
ways of working were achievable with a collective and 
decisive action across stakeholder groups. 

The Independent Review of Research Bureaucracy (The 
Tickell Review) also noted that ‘Existing examples of 
collaboration on assurance issues – including those led by 
the Association of Research Managers and Administrators 
(ARMA), the Russell Group Research Integrity Forum, and 
regional university groups like GW4 – demonstrate the 
immense value of sharing ideas and expertise’ and it was 
clear that the community had felt the benefit of these. 

INTRODUCTION

In May 2022, a consortium led by ARMA UK was awarded 
£99,149 from the Research England Emerging Priorities 
fund to consider Efficiency, Equity, Quality and Security in 
International Research Collaboration (phase 2).

In phase 2, we set out to explore how the 
recommendations made by the ARMA-led Due Diligence in 
International Research – Options for Improved Efficiency, 
Equity and Quality project (phase 1) could be broadened 
to encompass all international research collaborations 
and address the due diligence issues raised by the trusted 
research agenda and wider security related issues. 

Some history
In	phase	1,	we	set	out	to:
•  Develop a core questionnaire for gathering due 

diligence information from partners (ARMA due 
diligence questionnaire)

•  Scope whether a case existed to establish a clearing 
house to act as a national repository for due diligence 
questionnaires 

•  Scope whether a case existed to establish a national 
service to complement the clearing house, providing 
additional services such as advice, training and 
development

A nationally agreed core questionnaire was developed 
with UK universities and international partners and was 
openly shared during phase 1.

Published in April 2021, the ARMA Due Diligence in 
International Research report (First Report) clearly 
demonstrated the case that more efficient, equitable 
and robust checks could be achieved through further 
standardisation, collaboration and systems development.

The	first	report	recommended	that:
• Sector agencies should collaborate to establish a due 

diligence clearing house and national service

• The next stage of work to establish a due diligence 
clearing house and national service should be grant 
funded by Research England and UKRI in partnership 
with a broader consortium of UK research funders 
and government departments

• It should consider a funding model for the due 
diligence clearing house and national service to 
support its long-term sustainability

Introduction
Since the conclusion of phase 1, there have been 
developments within the regulatory and geopolitical 
environment that have given increased prominence to 
the trusted research agenda and security related issues.

The scope of phase 2
In	phase	2,	we	set	out	to	build	on	the	first	report	and	
deliver	updated	findings	and	recommendations	by:
• Broadening the focus of this work beyond Official 

Development Assistance funded research to include 
all international research collaborations

• Placing a particular focus on trusted research, 
including links to export control and the National 
Security and Investment Act 2021

• Engaging with a diverse range of stakeholders 
to better understand current challenges with 
operationalising due diligence and the requirements 
of trusted research, including those in countries 
where the legislative agenda on these issues is more 
advanced

• Understanding the feasibility of a clearing house and 
national service as part of a solution to the identified 
challenges and establishing the demand for such a 
service

• Working in partnership with Jisc, drawing on their 
specific expertise in providing digital infrastructure 
and services to assess the feasibility of a clearing 
house for due diligence and trusted research

• Exploring appropriate ownership and funding 
models for a clearing house and national service and 
producing a detailed cost-benefit analysis to quantify 
the potential saving to the sector

• If found that neither a clearing house or national 
service offered a viable solution, to consider and 
propose alternatives for delivering sector level 
improvements

The ARMA-led consortium, which includes The University 
of Northumbria at Newcastle, University of Stirling and 
project partner Jisc, has undertaken a survey, a series 
of roundtables, interviews with key stakeholders and 
engagement events and research to explore the current 
progress, challenges, barriers and future solutions within 
the sector.
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EXECUTIVE SUMMARY

early adopters to trial the published questionnaires and check-
lists, and the sharing of completed questionnaires and checklists 
within the parameters of technology currently available to all 
research  
organisations. The early learning and insight from this trial 
should inform the development of future services and a  
system-based solution.

RECOMMENDATION	EIGHT: As it develops and grows, the re-
search collaboration diligence exchange should be spun out into 
an independent legal entity with greater capacity to address 
the unmet need within the sector and drive operational culture 
change around due diligence, trusted research and security.

RECOMMENDATION	NINE: During the initial incubation period 
of the research collaboration diligence exchange, hosted within 
an appropriate sector body, should be tasked with developing:

• a full business plan for spin out including a governance 
structure, a stakeholder engagement plan, and a 
sustainable financial model.

• a technical specification and requirements for a research 
collaboration diligence system and to identify a technical partner 
through a tender process to deliver the solution for the sector. 

RECOMMENDATION	TEN:	The teams engaged to form the re-
search collaboration diligence exchange should include rotating 
fixed term secondments from research organisations, ensuring 
strong insight into research operations and supporting the de-
velopment of knowledge and expertise across the sector.
 
RECOMMENDATION	ELEVEN: The research collaboration dili-
gence exchange should provide support services including tools, 
resources, advice, guidance, and training for the sector, acting as a 
vehicle for culture change through its advocacy and engagement.

RECOMMENDATION	TWELVE: A central function of the 
research collaboration diligence exchange will be to host a 
research collaboration diligence system. The system should be 

developed with three pieces of core functionality. The 
design and build should take a modular approach, ena-
bling each component to be accessed by the sector as it is 
developed. The core functionality will be:

• The ability to host and share core due diligence 
questionnaire data points that would be completed 
by partners

• The ability to host data relating to internal due 
diligence and desk-based research and decision-
making related to individual projects

• The ability to draw data from open access and 
commercial governance, compliance and risk 
software systems

RECOMMENDATION	THIRTEEN:	The research collabo-
ration diligence exchange should provide data to test and 
pre-populate the research collaboration diligence system 
with any due diligence information submitted as part of 
any interim solution developed with early adopters.

RECOMMENDATION	FOURTEEN: The initial development 
of the research collaboration diligence exchange, and re-
search collaboration diligence system should be grant fund-
ed by an individual or consortium of UK research funders 
and/or government departments.

RECOMMENDATION	FIFTEEN: The funding should con-
tinue through a tapered mechanism over a five-year period 
that allows for the entity to become resilient and financially 
sustainable while delivering demonstrable value before mov-
ing to a subscription and service-based funding model.

RECOMMENDATION	SIXTEEN:	The involvement of 
international peers has been invaluable to this project 
and each of the initiatives proposed should continue to 
encompass international engagement to ensure ongoing 
knowledge sharing and collaboration.

“An overwhelming majority believe that a 
clearing house or clearing house and national 
service would have a positive impact”

EXECUTIVE SUMMARY

Call	for	sector-wide	programme
There was a strong desire that existing solutions should be 
supplemented by comprehensive, sector-wide  
programmes, supporting the recommendation of the Tickell 
Review that ‘funders and research organisations should 
develop collective approaches and resources to support in-
stitutions in managing their assurance processes’. While we 
encountered similar evidence of a ‘lack of trust, coordina-
tion, partnership working and knowledge exchange on assur-
ance’, there was significant appetite for a new approach that 
broke down these barriers and supported research organisa-
tions in navigating their way to fit for purpose solutions in an 
accelerated timeline. 

Clearing	house	and	national	service	still	desired	
solutions

An overwhelming majority (95% and 90% of survey respond-
ents respectively) believe that a clearing house or clearing 
house and national service would have a positive impact in 
delivering greater efficiency, equity, quality and security for 
due diligence across the sector. On average, survey partici-
pants estimated that the adoption of a national tool would 
generate an efficiency saving of 46% per institution. Our 
roundtables confirmed the need to revisit the scope and nam-
ing of such services. As both regulation and focus have shifted 
towards trusted research and security issues, it is necessary to 
ensure that organisations are supported across the breadth of 
due diligence concerns.

Independent	organisation	needed	for	credibility

There is a strong sense that any solution would need to be de-
veloped and hosted by an independent organisation to build 
credibility. It would need the endorsement and engagement 
of stakeholders across the research and innovation ecosystem 
if it is to be effective and authoritative. Research organisations 
also emphasised the need for tools to be developed quickly. 
As many are currently building their responses, they are build-
ing coping mechanisms for the gap in the market. 

The more that they invest in these solutions, the more 
divergence and inconsistency we will see and the lower the 
appetite will be to invest in a national solution. Other key 
requirements included that it be accessible, efficient, high 
quality and deliver value to the community. 

Clearing	house	and	national	service

The purpose of a clearing house and national service would 
be to provide an effective solution to streamline the internal 
processes and support the development of inhouse teams 
within research organisations and funding organisations. It 

would complement and not duplicate specialist advice and 
services that can be accessed through Research Collab-
oration Advisory Team, Centre for Protection of National 
Infrastructure or third parties, though it should provide 
signposting as appropriate. 

RECOMMENDATION	ONE: A series of regular round table 
events with key sector stakeholders including research 
managers, academics and policy makers should be established 
to continue conversations and build on relationships 
developed during this project, ensuring ongoing coordination 
and collaboration in the area of trusted research and security.

RECOMMENDATION	TWO:	A series of best practice 
exchange events and training courses should be developed 
and launched to support research organisations in their 
implementation of research security policies and procedures.

RECOMMENDATION	THREE: A research collaboration dili-
gence exchange should be established within an independent 
sector body to bring together existing tools, guidance, and 
training, and to co-create and maintain further tools and train-
ing, with the sector, for use by the sector. It should be tasked to 
engage with a broad range of stakeholders to ensure that the 
advice, guidance and support it provides address the needs of 
a diverse range of institutions. 

RECOMMENDATION	FOUR: The ARMA due diligence 
questionnaire should be reviewed and updated to produce a 
revised version that more comprehensively addresses trusted 
research and security related issues.
 
RECOMMENDATION	FIVE:	A new checklist should be de-
veloped that provides for the internal checks and desk-based 
research that need to be carried out within the institution on 
both broader due diligence and trusted research and security 
related issues.

RECOMMENDATION	SIX: A tool kit and resource bank 
should be developed and maintained to complement the re-
vised questionnaire and new checklist. This should be made 
freely available, ensuring greater knowledge sharing and 
support across the sector. 

RECOMMENDATION	SEVEN: The research collaboration 
diligence exchange should establish a new working group of 

Recommendations
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CHAPTER ONE

disconnected from the trusted research agenda than 
research organisations. Many saw their primary duty as 
seeking assurance that adequate processes existed within 
research organisations that they were funding. There was 
little discussion of their direct risk exposure. 

Compared to research organisations, just 50% of 
respondents had some or significant confidence in 
their processes to manage risk more broadly, with 27% 
reporting a lack in confidence and 23% reporting neither 
lacking nor feeling confident. 

When asked the same question in relation to trusted 
research and security, 46% reported some or significant 
confidence, with 19% reporting a lack or significant lack  
in confidence. The number indicating a neutral response 
of neither lacking nor feeling confident grew to 35%. 
Participants commented that much of the mitigation 
against research security risk is outside of their control 
and in many cases, not yet in their view, as many 
research organisations have not yet been evaluated on 
these practices.

In common with research organisations, funding 
organisations had invested in additional resource and 
expected their costs to continue to increase in this 
area. Equally, in common with research organisations, 
they regarded understanding and resource as the most 
significant barriers to improving practice.

Current	support

Many institutions’ current processes were established 
in response to changes to UK Research and Innovation 
terms and conditions in 2016, with occasional tweaks and 

additions since then. But the pace of new regulation and 
an increasingly complex geopolitical environment have 
brought processes in line for a more rigorous overhaul.

There is strong use of current resources including the 
ARMA due diligence questionnaire. Approximately 80% 
of respondents had either fully adopted or used an 
adapted version of the ARMA due diligence questionnaire 
produced in the phase One. Approximately 50% of all 
participants agreed that the questionnaire adequately or 
fully met their needs on due diligence. 

This suggests that more than a third of those who had 
adopted the questionnaire, had found it necessary 
to supplement the questionnaire significantly with 
additional checks. These are likely to be motivated by 
factors such as regulatory changes and institutional risk 
appetite. When focusing on trusted research and security 
issues alone, more than two thirds of those who had 
adopted the ARMA questionnaire had found it necessary 
to supplement the questionnaire significantly with 
additional checks. 

The increased pace of change has driven a desire and 
need for existing solutions to be supplemented by 
comprehensive, sector-wide programmes, supporting the 
recommendation of the Independent Review of Research 
Bureaucracy (Tickell Review) that ‘funders and research 
organisations should develop collective approaches 
and resources to support institutions in managing their 
assurance processes’. It was also noted that current 
resources had focused on research organisations and 
future tools must provide a comprehensive solution that 
is useful to funders, government, research organisations 
and research partners alike. 

Attitudes	to	trusted	research	and	security	processes

Funding	organisations

Some or significant 
confidence

50%

Some or significant 
confidence

46%

Lack of confidence

27%

Neutral response

23%

Lack of confidence

19%

Neutral response

35%

Research	organisations

CHAPTER ONE

Landscape

There has been a connected campaign to secure the integrity 
of the system of international research collaboration through 
initiatives, strategies and regulations including those around 
data protection, intellectual property, terrorism, export 
controls, national security, and investments. Organisations 
such as Universities UK (UUK) and Centre for the Protection 
of National Infrastructure (CPNI) have played an important 
role in raising the profile of these issues.

The establishment of the Research Collaboration Advisory 
Team (RCAT) within the Department for Business, Energy 
and Industrial Strategy (BEIS) has also been an important 
development in building links between the sector and 
government, providing access to much needed intelligence-
backed support to the research community. 

Research	organisations

Research organisations are responding, and we explored 
their progress within our survey, roundtables, and 
institutional interviews. 84% of research organisations 
surveyed have begun to adapt their processes in response 
to the additional risks of trusted research and security in 
international research collaborations. 33% believe they have 
completed their adjustments. Most research organisations 
remain on the journey of adapting their processes or 
are currently contemplating how the approach will be 
resourced and supported. This was supported by our 
analysis on sector spend which showed a threefold increase 
in investment across the sector.

We asked institutions about their confidence levels in these 
processes. When asked about their confidence in their due 
diligence processes to manage risk across their research 
portfolios more broadly (including financial, reputational, 
and legal risk), 86% had some or significant confidence. 
When asked about their confidence in their due diligence 
processes to manage risk across their research portfolios 
relating to trusted research and security specifically, this fell 
to 69% claiming some or significant confidence. Many still 
feel that they are getting to grips with newer requirements 
and there is scope for improvement.

We asked individuals from the research management 
community to assess how well research managers, 
researchers and executive staff (including directors of 
research and pro vice chancellors research or equivalent) 
understand the requirements of trusted research and 
security. While research managers and executive staff were 
felt to be reasonably confident in their understanding, there 

The State of Play

was less confidence in the level of understanding amongst 
researchers.  When asked to explain the disparities in 
level of understanding, several key themes emerged. 
Explanations for the positive variance whereby research 
management staff and executive staff were rated more 
highly included that these groups had greater access to 
peer support and resources, that it was easier to build 
and retain knowledge and expertise in central teams, 
that senior leadership engagement was driving internal 
responses and creating accountability for compliance.

Funding	organisations

We asked a group of 24 representatives from UK funding 
organisations to discuss their experiences with us. Funding 
organisations gave a sense of feeling more distant or 

Key Points 

• Most research organisations surveyed have begun to 
adjust their processes in response to the increased 
profile of trusted research and security issues.

• Research organisations are still building their knowl-
edge, skills, expertise, processes, procedures and 
confidence in this area.

• Awareness and expertise is strongest in central de-
partments, amongst professional services and leader-
ship staff, where the response is most likely to be led.

• There is strong use of current resources including the 
ARMA due diligence questionnaire but also evidence 
that the pace of change means that there is both a 
desire and need that existing solutions be supple-
mented by comprehensive, sector-wide programmes, 
supporting the recommendation of the Independent 
Review of Research Bureaucracy (‘Tickell Review’) that 
‘funders and research organisations should develop 
collective approaches and resources to support insti-
tutions in managing their assurance processes’. 

• We encountered similar evidence of a ‘lack of trust, 
coordination, partnership working and knowledge 
exchange on assurance’, but also significant appetite 
for a new approach that breaks down these barriers 
and supports research organisations in navigating 
their way to fit for purpose solutions in an accelerated 
timeline. 
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CHAPTER TWO

RESEARCH ORGANISATIONS

• Additional / dedicated resource

• Access to software / databases 

• Investment in staff development / expertise

• Drive greater cooperation between departments 
and institutions, while establishing a clear lead 
department and contact

• Improved guidance on risk appetite / proportionality

• Greater engagement from senior management

• Increased standardisation across institutions

• Greater clarity of roles and responsibilities

• Senior level advocacy

RESEARCH FUNDERS

• Work together to develop more consistent 
requirements

• Share more detailed case studies (good and bad)

• Communicate consequences of failure (e.g. will 
there be leniency in learning phase)

• Make costs recoverable or otherwise provide 
funding to support additional requirements

• More detailed advice and guidance

• More transparency around assurance processes for 
trusted research

• More detailed training opportunities

ARMA

• Create more opportunities for due diligence 
managers to convene and discuss operational 
challenges

• Create more opportunities for leadership to 
convene and discuss strategic challenges

• Facilitate greater standardisation across 
institutions

• Facilitate knowledge sharing and development of 
best practice

• Maintain online library of resources

GOVERNMENT/REGULATORY BODIES

• Work together to develop more consistent 
requirements and guidance

• Share more detailed information on the need for 
regulation

• Share real examples of risks materialising

• Share real examples of sanctions imposed

• Share statistics relating to compliance

• Provide training and development opportunities

• Make resources more accessible (e.g. dual use lists)

The Quick Wins
The research management community is full of problem solvers and our  
engagement surfaced a range of potential solutions and an enthusiasm for  
collaborative efforts to drive better practice. 

While many ideas and suggestions related to longer-
term solutions that would require planning and funding, 
there were also ideas that could be immediately actioned 
and provide swift support to colleagues implementing 
changes through coordination and collaboration. 

Awareness
We are aware that stakeholders have already begun 
to address some of the suggestions above but our 
stakeholder engagement demonstrated a lack of 
awareness, even amongst those engaged with the trusted 
research and security agenda. There was a clear message 

that a measurable shift required coordinated action 
across stakeholder groups. Participants were keen that 
any initiatives on trusted research and security from  
the key stakeholder groups took proactive steps to  
avoid duplication. 

While we have connected with stakeholders sectorwide 
who are active in the response to trusted research, we 
believe that more joint events may help promote existing 
resources across different sections of the community 
and bring transparency to the interconnectivity and 
complementarity of current initiatives. 

CHAPTER ONE

In common with the Tickell Review, we encountered 
evidence of a ‘lack of trust, coordination, partnership 
working and knowledge exchange on assurance’.  
We also found evidence of frustration at these attitudes 
and significant appetite for a new approach that breaks 
down these barriers and supports research organisations 
in navigating their way to fit for purpose solutions in an 
accelerated timeline.

Evolution
As we spoke with organisations across the sector, a 
picture emerged of a maturity curve that each was 
making progress against. While no organisation that 
we spoke to has had sufficient time to achieve cultural 
change in this area, we came across several examples of 
strong progress. This framework provides a useful basis 
for collating the best practice, tools and resources that 
will support the sector in accelerating their progress 
against its indicators and achieving greater consistency 
across the piece. 
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‘Finding a way forward’
A research manager from a modern university 
recounted an instance in which security concerns 
were identified at the awarding stage of a 
European-funded project. The matter was further 
complicated by the need to transfer funding to an 
EU Member State under the UKRI Horizon Europe 
Guarantee and required careful liaison with RCAT, 
the European Commission, consortium members 
and the university’s due diligence committee. 

The university was prepared to walk away from 
the project if the security concerns could not be 
resolved, however, it was able to find a way to 
move forward with timely advice from RCAT and 
the proactive approach taken by the academics and 
institutions involved.

Trusted	research	maturity	curve

1.	LEARNING

‘Overwhelmed’

2.	EMERGING

‘Inconsistent’

3.	FUNCTIONAL

‘Consistent’

4.	INTEGRATED

‘Comprehensive’

5.	CULTURAL

‘Embedded’

‘Conscious Incompetence’ ‘Conscious Competence’ ‘Unconscious Competence’

Research organisations are 
aware of trusted research and 
security but have yet to start 
to adopt their processes.

21% completely 
or slightly lacking 
in confidence

Still a single 
point of failure

Some resources 
allocated but not 
enough 

Complexity and 
lack of clear 

guidance

Advocacy yet to 
reach all corners Advocacy within 

research organisations 
still needed

No ownership

Lack of ownership, 
inconsistent, 

processes and 
decision making Research compliance 

is still a new function

Research compliance 
is integrated and 

fit-for-purpose 
robust etc 

Lack of 
awareness 

No one person with 
the skills to respond

Decision making 
processes and 
escalation in place

Agile processes in 
place and flexible 
to change 

Processes not yet 
resilient to change in 
environment 

Risk appetite is defined 
and understood

Research organisations have 
allocated some resources but 
approach is undefined and 
inconsistent

Some dedicated resource 
and knowledge of how to 
implement new processes, 
sponsors in executive, greater 
consistency of approach

Processes are established, 
decision making and 
escalation happening, resilient 
to change in environment. 

All areas of the research 
organisation have brought in 
and understand the value of 
trusted research and security 
and how it is implemented at 
all levels of collaboration 

Trusted research and security 
are embedded in culture of  

all services 
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CHAPTER THREE

The Unique Challenges
There are unique characteristics around how due 
diligence for trusted research and security issues needs to 
be conducted that make it more resource intensive than 
other forms of due diligence. 

These	include	that:
• Compliance processes for trusted research and 

security include more desk-based research to 
understand partnerships, projects, individuals and 
potential risks

• These processes require additional knowledge and 
skills that will take time to build within existing teams, 
whether through recruitment or training  
and development

• The challenge in articulating the relevance of security 
to certain areas of research and the perceived tension 
with academic freedom and building equitable 
partnerships has meant that research management 
staff are spending significant time advocating for the 
change, before they can even begin to implement  
the change

• A lack of clarity and confidence has driven  
greater risk aversion and slowed decision making 
within institutions

Many participants in our roundtables and interviews felt 
confident that senior leaders understood the need to 
respond to funder requirements and security regulations 
but that it had been more challenging to have a case 
accepted for corresponding resource. 

In most cases, departments were yet to secure approval 
for additional resource. In others, they cited that even 
where hiring had been approved, it was challenging to 
recruit and retain individuals with the necessary skills  
and expertise. 

It is therefore important to consider what makes due 
diligence related to trusted research and security issues 
different, and why this might require greater investment 
to achieve successful outcomes.

Greater level of complexity
There is a greater level of complexity in engaging with 
trusted research issues as compared to general due 
diligence. Teams are also increasingly dealing with 
legal and compliance risk, alongside reputational or 
financial risk. This requires knowledge of a range of 

Key Points 
• Due diligence for trusted research and security 

issues is distinctly different from due diligence 
in other areas. There is a much greater 
emphasis on internal, desk-based research 
carried out by the lead research organisation.

• There is also a greater focus on legal 
compliance requiring detailed knowledge 
of multiple legal frameworks including data 
protection, intellectual property, export control 
and national security and investment.

• This has created a shift in the balance of how 
due diligence is conducted. Previously, most 
questions needed to be answered by partners 
and the lead institutional role was more 
administrative.

• Now institutions are having to spend 
much more time seeking information from 
independent sources, analysing that data and 
consulting with specialists, cross-departmental 
colleagues, and senior executives to enable 
decision making. This requires additional 
knowledge, expertise, and resource.

complex legislative frameworks such as data protection, 
intellectual property, export controls and national security 
and investment. 

There was also a distinct awareness from our participants 
that this was likely to increase with further legislation 
such as the oncoming National Security Bill. 98% 
of research organisations surveyed believed that 
due diligence requirements had increased slightly 
or significantly over the course of the last year and 
88% believed this trajectory of slightly or significantly 
increased requirements would continue over the course 
of the next year. 

The complexity was compounded by a lack of clarity and 
consistency in the processes and guidance produced by 
funders and government departments, though it was also 
acknowledged that the Research Collaboration Advisory 
Team will aim to address such inconsistencies and that 
they will need time to resolve this. 

CHAPTER TWO

Information and advocacy
With two thirds of research organisations still taking 
decisions around how to respond to trusted research 
and security issues, it is a critical moment to ensure that 
clear and transparent information is available to guide 
those decisions. Research managers and leaders cited the 
significant time spent on advocacy as a key hurdle. 

Coordinated efforts to disseminate key information 
and advocate for the prioritisation of the agenda 
within institutions from key sector stakeholders would 
provide staff with much needed support in this task. 
As research managers advocate for the agenda within 
their institution, it is important that they are not left to 
advocate alone and that they are getting support from 
across the sector. The cultural shift needed requires 
consistent and persistent delivery of key messaging. If 
internal messages on how to drive better compliance are 
to be heard, they must be complemented by effective 
external messages on the why it is necessary.

Training and events
There was a significant appetite for greater collaborative 
working both within and across institutions. Several 
participants within our roundtables commented that it 
had been a rare opportunity to discuss these issues with 
peers across the sector. As research organisations have 
had to develop their responses independently, there is 
significant variance in approach, progress and resource. 

Facilitating opportunities for knowledge sharing and best 
practice exchange would enable research organisations 
to learn from one another and continue to advance their 
practice while more practical tools are developed. 

Some have been able to access training on specialist 
areas from outside the sector but there is a distinct 
opportunity to co-create training and materials within 
the sector. There is now a critical mass of institutions who 
have implemented processes and procedures and are 
continuing to learn as they progress. It is important to 
create opportunities to share that learning and develop 
tailored resources that give research organisations the 
operational level tools they need. 

This would also help to support organisations building 
new teams in this emerging area. Particularly where 
individuals are new to the area, it is important that they 
have access to training and development. As this is a 
growing and developing area, not all organisations will 
be able to recruit individuals with the existing expertise. 
Many will need to train both new and existing staff.

Key Points 
• There is significant appetite for more 

collaborative working and significant 
opportunity to improve practice across the 
sector with coordinated action.

• Participants had many suggestions for how 
improvements might be achieved and we have 
collated these in the diagram on page 19.

• Some suggestions overlapped with actions 
underway suggesting that a simple intervention 
would be improving awareness around the 
available resources and initiatives in progress. 

• Improving the information available and 
increasing advocacy to influence decision 
making in organisations currently exploring their 
responses would support research management 
staff currently seeking sponsorship for their plans.

• Both funding organisations and sector bodies 
should convene more open discussions, round 
tables and good practice sharing, providing 
a neutral space for stakeholders to explore 
common issues and identify actions that could 
improve their own practice.

RECOMMENDATION	ONE: A series of regular round 
table events with key sector stakeholders including 
research managers, academics and policy makers 
should be established to continue conversations and 
build on relationships developed during this project, 
ensuring ongoing coordination and collaboration in 
the area of trusted research and security.

RECOMMENDATION	TWO:	A series of best 
practice exchange events and training courses should 
be developed and launched to support research 
organisations in their implementation of research 
security policies and procedures.

Recommendations
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RECOMMENDATION	THREE: A research collabora-
tion diligence exchange should be established within 
an independent sector body to bring together exist-
ing tools, guidance, and training and to co-create and 
maintain further tools and training, with the sector, 
for use by the sector. It should be tasked to engage 
with a broad range of stakeholders to ensure that the 
advice, guidance and support it provides address the 
needs of a diverse range of institutions. 

RECOMMENDATION	FOUR: The ARMA due dili-
gence questionnaire should be reviewed and updated 
to produce a revised version that more comprehen-
sively addresses trusted research and security related 
issues. 

RECOMMENDATION	FIVE:	A new checklist should 
be developed that provides for the internal checks 
and desk-based research that need to be carried out 
within the institution on both broader due diligence 
and trusted research and security related issues.

RECOMMENDATION	SIX: A tool kit and resource 
bank should be developed and maintained to com-
plement the revised questionnaire and new checklist. 
This should be made freely available, ensuring great-
er knowledge sharing and support across the sector. 

Recommendations

spread across multiple departments, however, processes 
can become burdensome and inaccessible to the research 
community, and lines of ownership and accountability can 
blur. Collaboration and consultation will always be essential 
but creating a smooth and efficient process for academics 
to engage with also requires strong and clear leadership.

Research management staff cited spending significant time 
advocating for the need for change, detracting from the 
time that could be spent implementing change. They also 
felt ill-equipped for this advocacy. The need arises partly 
from perceived tensions between the security agenda, 
academic freedom and equitable partnerships and partly 
because they struggled to refer researchers to relevant 
case studies, guidance and learning resources that might 
make the risk more tangible and comprehensible.

Limited capacity to deliver
Within our roundtables, participants indicated that 
awareness campaigns had experienced success in 
persuading senior leadership of the need to respond 
and prioritise the requirements, but in many cases the 
expectation was that the response be delivered within 
current resources. This meant that some were feeling 
significant pressure to implement changes quickly but are 
ill-equipped to deliver. 

Ultimately, each of these factors leads to increased 
pressure on resource. When asked about their concerns 
specifically as they related to trusted research and 
security in international research collaboration within 
our survey, capacity in professional service teams was 
the leading cause of concern with 88% of participants 
highlighting it. Without additional budget to bring in 
additional staff with the skills and expertise or to access 
tools that would enable current staff to upskill, many  
felt overwhelmed by the prospect of the trusted  
research agenda. 

Whilst it is for individual institutions to make their own 
decisions on how they resource this activity, there is 
scope to support staff at the sharp end to both build a 
case for support, while providing them with access to 
tools and resources that enable them to build capacity, 
skills and efficiencies in this area. 

By establishing a research collaboration diligence 
exchange, there is an opportunity to provide 
coordination for knowledge sharing, resource 
development and stakeholder engagement to support 

the individuals that are bearing the brunt of these 
challenges. There is existing knowledge on overcoming 
the barriers and implementing solutions that should be 
shared to enable progress to be made across the sector 
on research compliance. There are also existing solutions 
that can be developed and expanded to provide a better 
baseline for organisations to progress from.

CHAPTER THREE

This has driven a need for change in the knowledge, 
skills and experience required within the teams handling 
these issues. There have been different approaches to 
addressing the need for talent with specialist expertise. 
Some institutions had created new roles to bring in highly 
skilled individuals from other sectors. Others chose to 
prioritise transferable skills and work to train and develop 
staff within this niche area.

Collaboration and the case  
for change 
The complexity of issues around trusted research and 
security demands consultation across many layers of an 
organisation, bringing in departments such as research, 
innovation, international, information technology, legal 
and governance. When ownership and accountability is 

A 
RE

SE
A

RC
H

 M
A

N
A

G
ER

’S
 

PE
RS

PE
CT

IV
E

‘We’re drowning’
A  research manager at a research 
active university described the 
cumulative effect of dealing with 
increasing requirements, regulation, 
and legislation in an under-resourced 
team as overwhelming and 
demoralising, saying ‘we’re drowning’. 
In this institution research compliance 
had been added to existing roles which 
were already at capacity, leading the 

interviewee to describe themselves 
as ‘juggling meeting compliance 
requirements’ in around one hour  
a week.

The interviewee also cited a lack of 
clear guidance and training on how 
to adequately assess due diligence 
information to inform effective 
decision-making, describing their 

ability to critically assess partnerships 
as ‘little more than superficial’. 
The interviewee also acknowledged 
that advocacy was a particular 
challenge and that the due diligence, 
trusted research and security  
agenda is viewed by some as 
unnecessary bureaucracy. 

BARRIERS

Lack of 
investment and 

resource Understanding 
new 

requirements 
and growing 
complexity

Ownership of risk 
and responsibility

Lack of 
collaboration 

(internally and 
externally)

Difficulties in 
engaging 

partners and 
maintaining 

equitable 
partnerships

Lack of 
knowledge and 

skills

Bureaucracy of 
implementing 

changes to 
established 
processes

Lack of 
confidence 

reducing 
efficiency of 

decision making

Lack of clear and 
consistent advice 

and guidance

Barriers	to	change
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The missing resource
It is clear why many organisations already feel that 
they have invested in this area and are questioning the 
business cases for additional resource. We asked how 
spending on assurance and due diligence had changed 
since UKRI made explicit reference to due diligence in 
its terms and conditions in August 2016. 79% reported 
a slight (37%) or significant (42%) increase. When asked 
how much they were spending on direct staff, 63% of 
research organisations reported annual expenditure of 
£50k or less, with 21% spending between £50-100k. 

The vast majority, 88% reported spending £15k or less 
annually on specialist tools to supplement due diligence 
exercises. In many departments, it will have felt like 
due diligence teams have had a very recent injection of 
support and there will be questions as to whether they 
should be the priority in further resourcing decisions.

Yet, the intricacies around trusted research and security 
have led to lengthy and complex processes being developed 
involving cross-departmental engagement and decision 
making with high risk of inefficiency and duplication. 

This	trend	can	be	observed	in	our	survey	data	where	we	
asked	individual	institutions	about	the	degree	to	which	
different	departments	became	involved	 
to	deliver	assurance	and	due	diligence	in	three	 
different	scenarios.
• Scenario A represents a normal assurance and due 

diligence exercise where information is gathered 
on an international partner and assessed prior to 
entering a collaboration

• Scenario B represents an assurance and due diligence 
exercise where a risk is identified that requires 
escalation to reach a decision on how or whether to 
proceed with a collaboration

• Scenario C represents an assurance and due diligence 
exercise where a trusted research and security issue 
is identified requiring escalation to reach a decision 
on how or whether to proceed with a collaboration

The table on page 26 captures the breadth of expertise 
involved across professional services to administer 
assurance and due diligence and the additional resources 
required to deliver in cases where significant risks or 
trusted research and security issues are identified. The 
earlier columns indicate the percentage of institutions 
who cited involving each of the named departments in 
the respective scenarios. 

The later columns indicate the difference in involvement, 
depending on the scenario. In cases where trusted 
research and security issues have been identified, there 
is a striking increase in the involvement of governance 
and IT services and a small increase in the involvement of 
legal and specialist committees. 

To calculate an average cost of undertaking due diligence 
across the sector, we used the direct spending on staff 
and specialist tools reported by research organisations 
and estimated the cost of the other teams and 
departments involved in administering those processes 
in scenarios A, B and C. We can therefore conservatively 
estimate that due diligence may be costing the sector 
between £9.5 million and £10.8 million per annum 
depending on the complexity of cases. This is significant 
because 77% of research organisations and 88% of 
funders and sector bodies reported that they expect costs 
to increase slightly or significantly in the year ahead. 

It is reasonable to question why teams continue to feel 
underresourced when the investment from the sector has 
increased significantly since our last report. While some 
of this is the result of new posts and expanded teams, 
these figures also represent the increased proportion of 
time being contributed from existing teams and a revised 
methodology that better accounts for contributions from 
teams outside of dedicated roles.

63%

21%

88%
< £15k

≤ £50k

£50k - 
£100k

Annual	spend	on	
specialist	tools	to	
supplement	due	

diligence exercises

Spending	on	direct	staff

Spending	statistics	of	research	organisations	
on	due	diligence	support

CHAPTER FOUR

The Missed Opportunities
The missing checks
Two-thirds of research organisations are still adapting 
to the changes in the regulatory landscape and they are 
generally doing so in environments where both funding and 
staffing are already stretched. Acknowledging that there are 
unique characteristics of due diligence for trusted research 
and security, and cultural change takes time; there will 
continue to be missed opportunities to identify research 
security issues. Many collaborations are informal, unfunded 
and under the radar of professional services teams. Even 
collaborations that are formal, funded and being processed 
must be triaged. 

To better understand the volume of assurance and due 
diligence exercises the sector should be undertaking, we ran 
a report using SciVal (a web-based analytics solution service) 
to see how many scholarly outputs featured international co-
authorship in our survey sample of 43 research organisations. 
The database returned 89,146 instances of international 
co-authorship in 2021. 

On average, 56% of scholarly outputs across our sample 
featured international co-authors. Our sample is in line with 
the Centre for the Protection of National Infrastructure’s 
(CPNI) assertion that over half of the UK’s scientific papers 
have international co-authors. 

Our previous report estimated that on average 4,500 - 6,000 
checks were taking place each year across all institutions. 
There are strong indicators that this figure is sharply 
increasing with the increased maturity of organisational 
responses.However, there remains a gap that we must 
continue to work to address.

It is also notable that in the UK, checks are carried out at 
a relatively late stage that can result in increased pressure 
surrounding the decision making. When compared to our 
international counterparts, such as colleagues in the US, 
Canada and Australia, carrying out preliminary checks on 

research security issues at award stage was out of step. In 
each case, government funders were carrying out checks 
themselves at an earlier stage and taking account of their 
findings in their decision making. In the UK and Europe, 
the onus is on research organisations to undertake all 
checks themselves. Therefore, the sector in the UK are 
at a disadvantage in terms of detecting issues at a later 
stage where more resources have been invested and time 
pressures are more acute. 

The missing projects
As research organisations have struggled to keep pace with 
the changes, there is an ongoing impact on research and 
innovation activity. 

For	instance,	research	organisations	cited:
• Significant delays when trying to implement changes to 

processes

• Restriction in the opportunities that they were applying 
for, due to resourcing constraints

• Loss of investment due to an inability to effectively 
respond 

• A growing perception that new processes were a barrier 
to academic freedom and equitable partnerships

Research organisations were unable to provide data on how 
many projects had not progressed as a result of the increased 
pressure but several institutions cited specific incidents 
within our interviews suggesting that it is a relatively common 
occurrence. 

The pipeline of research and innovation activity is being 
restricted from multiple angles as research organisations are 
put off from applying to opportunities; partners are put off 
from investing in research organisations and academics are 
put off from engaging with increasingly complex processes. 

‘People are walking away from projects’ 
A research manager from a research-
intensive university reported an 
instance where the complexity 
in navigating the legislative and 
regulatory environment had resulted 
in an academic team walking away 
from a funded project. In this case 
the potential for dual use of the 

technologies involved could not be 
determined because of overlapping 
non-disclosure agreements and 
despite consultation with the 
Research Collaboration Advice Team 
(RCAT), the team concluded the 
process was disproportionate to the 
benefits of participation.
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CHAPTER FIVE

A Principled Approach
In phase 1 of our work, we sought to balance efficiency, 
equity, and quality and we continue to hear from 
participants that there are tensions between these 
factors. For instance, many felt they were unable to 
carry out checks to the desired level of quality without 
compromising efficiency based on current access to 
tools and resources. Others felt that even where they 
were able to secure the resources internally, partners 
often could not do so, and if they wished to receive due 
diligence information of the necessary quality, they were 
required to provide international partners in less well-
resourced institutions with the support to generate it. 

In phase 2, we have added security to our principled 
approach. While some have argued that concepts such 
as equity and security were incompatible, we felt it 
was important to retain both lenses as we progressed 
with this new phase of work. The research ecosystem 
is underpinned by international collaboration and we 
have seen that ecosystem challenged in recent years 
as collaborative funding sources such as the Global 
Challenges Research Fund and Horizon Europe have come 
under threat. Balanced and equitable partnerships have 
suffered under these threats and have often only survived 
on the strength of individual relationships built on mutual 
trust and respect. 

Other reports
There is global recognition in the value of open and 
collaborative research and our response to research 
security issues should seek to preserve that value while 
identifying threats. In the US, Office of Science and 
Technology Policy Director Eric Lander wrote, ‘If policies 
to address [research security] significantly diminish our 
superpower of attracting global scientific talent – or 

if they fuel xenophobia against Asian Americans – we 
will have done more damage to ourselves than any 
competitor or adversary could.’ If we are to retain our 
open and collaborative spirit and international reputation, 
we must continue to build equitable relationships with 
partners around the world. That does not mean failing 
to carry out the requisite checks to assure ourselves that 
intentions to act in a common interest are mutual.

In The China question: Managing risks and maximising 
benefits from partnership in higher education and 
research, a report led by former universities minister, 
Jo Johnson, it was recognised that the ‘…key research 
policy question is, therefore, whether collaboration has 
proceeded with full and mutual awareness, a properly 
constituted contractual basis for knowledge management, 
agreements for full and mutual disclosure, and reciprocal 
participation and knowledge exchange on both sides.’ 

Standardising a proportionate 
response
The principles and values upon which UK institutions 
will fund, be funded and collaborate are crucial and 
there is a need to improve practice across the sector in 
determining these, alongside institutional risk appetites 
and compliance programmes.

Many research organisations are trying to establish what 
a proportionate response involves. The tensions we 
reference are tensions that our research staff experience 
on the ground and there is nothing to be gained from 
ignoring their reality. As a sector, we must acknowledge, 
explore and balance these issues if we are to succeed in 
developing an improved security culture. 

‘Researchers are now failing security 
checks they’ve never failed before’
A research-intensive institution had 
applied for a research grant and was 
successful. They were required to 
make applications to the Academic 
Technology Approval Scheme (ATAS) in 
respect of several academics involved 
in the project. They received three 
rejections, each relating to members 
of staff of the same nationality. They 

were unable to obtain any information 
on the reason for rejection. The 
project was then redesigned to enable 
it to progress without the involvement 
of these individuals. However, in the 
absence of an explanation, there 
were challenges to professional 
relationships and concerns of racial 
profiling.

This issue was the subject of a Times 
Higher Education article, ‘Overseas 
researchers in limbo over UK security 
clearance delays’ (Nov 24, 2022) in 
which delays of up to three months 
are reported and calls are made 
for the lack of transparency over 
decision-making to be addressed. A 
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CHAPTER FOUR

Like due diligence exercises, this estimate is a point-in-
time exercise based on current data. It does not account 
for the increasing scope of due diligence. All the evidence 
we have evaluated suggests that the cost of undertaking 
due diligence is likely to increase exponentially as the 
sector comes to terms with the scale and complexity of 
research security matters.

The sector provided an overwhelming response when 
asked whether they felt a sector-led system and service  
to support assurance and due diligence would be 
valuable, with over 90% of respondents reporting that 
they felt it would have a positive impact on efficiency, 
equity, quality and security for their institution. They 
estimated that such an intervention would create an 
efficiency saving of 46%.

Our data has shown that inaction is not an option and 
that there is both an overwhelming need and support 

Recommendations

RECOMMENDATION	SEVEN: The research collab-
oration diligence exchange should establish a new 
working group of early adopters to trial the published 
questionnaires and checklists, and the sharing of 
completed questionnaires and checklists within the 
parameters of technology currently available to all 
research organisations. The early learning and insight 
from this trial should inform the development of 
future services and a system-based solution.

SCENARIO SCENARIO COMPARISON

Departments	involved	in	administering	
assurance	and	due	diligence A B C B	v	A C	v	A C	v	B

Research & Innovation Services 95% 93% 93% -2% -2% 0%

Finance 44% 70% 44% 26% 0% -26%

HR 2% 16% 16% 14% 14% 0

Governance Services 14% 37% 49% 23% 35% 12%

Faculty / Departmental Approvers 47% 70% 60% 23% 14% -9%

Legal 26% 58% 60% 33% 35% 2%

IT Services 7% 21% 33% 14% 26% 12%

Specialist Committees 7% 30% 33% 23% 26% 2%

Executive Leadership 7% 65% 65% 58% 58% 0%

Other 16% 23% 23% 7% 7% 0%

Expertise	demonstrated	across	professional	services

for a sector-led intervention which has the potential to 
deliver significant benefit across the whole ecosystem.

“Over 90% of respondents felt a sector-led system 
and service would have a positive effect”

https://www.kcl.ac.uk/policy-institute/assets/china-question.pdf
https://www.kcl.ac.uk/policy-institute/assets/china-question.pdf
https://www.kcl.ac.uk/policy-institute/assets/china-question.pdf
https://www.timeshighereducation.com/news/overseas-researchers-limbo-over-uk-security-clearance-delays
https://www.timeshighereducation.com/news/overseas-researchers-limbo-over-uk-security-clearance-delays
https://www.timeshighereducation.com/news/overseas-researchers-limbo-over-uk-security-clearance-delays
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CHAPTER SIX

The Path to Better
Strong support
There was overwhelming support for a service and 
system with over 90% believing that a clearing house and 
national service would have a positive impact in delivering 
greater efficiency, equity, quality and security for due 
diligence within their institution.

On average, our survey respondents believed that access 
to a clearing house and national service would generate 
a 46% efficiency saving. Our questions were posed based 
on current needs within institutions. 

As outlined in chapter four, the number of checks carried 
out are likely to grow as organisations improve their 
maturity and coverage of the entire research lifecycle. 
Research organisations and funding organisations 
alike recognised that both regulation and the cost of 
responding were on an upward trajectory and that 

pressure in this area would only increase. As processes 
become more comprehensive, portfolios become more 
complex and regulatory burdens increase, the potential 
for driving sector level improvements will only increase.
 

Clear parameters                      
Participants also shared their insights on the conditions 
they felt necessary for success. We were able to identify a 
range of key considerations that participants would seek 
reassurance on before engaging with either a service or 
system. This sets clear parameters for the development 
of more detailed proposals by the research collaboration 
diligence exchange.
 
Accessibility, credibility, quality, efficiency and value were 
the most important factors in determining whether to 
engage with a clearing house and national service.

To	what	extent	do	you	believe	that	a	clearing	house	and	national	service	would	deliver	greater	
efficiency,	equity	and	quality	for	due	diligence	in	your	institution?		

Increase slightly

54%

Stay the same

23%

Increase significantly

23%

Increase slightly

31%

Stay the same

13%

Increase significantly

56%

How	do	you	expect	these	costs	to	change	over	the	course	of	the	next	year?

Funding	organisations Research	organisations

Would definitely have 
a negative impact 

 

Would have a slightly 
negative impact

 

Would neither 
positively or 

negatively impact

 Would have a slightly 
positive impact

 

Would definitely have 
a positive impact

2% 2% 5% 37% 53%

CHAPTER FIVE

“Academia and HE are key battlespaces for this 
intensifying geopolitical rivalry. This is not a new 
phenomenon. There is always a tension between the 
benefits and risks of openness in research.”
The China question: managing risks and maximising benefits from partnership in higher education 
and research, March 2021

A research manager from a research-intensive 
university cited a case where a significant 
investment in time was made to advocate for the 
need to undertake a routine due diligence on an 
international partner as part of a funded follow-
on project. Resistance from the academic lead, 
who viewed this as unnecessarily burdening the 
international partner, meant that the process was 
drawn out over several months and had taken nine 
hours of meetings involving research compliance 
managers and senior leadership, and five hours 
performing the due diligence exercise. The time 
and resource spent involved in advocacy was 
disporportiate to the risk involved.

Time well spent?
Our participants highlighted regular feedback from 
academic staff that the research security agenda is a 
threat to both equitable partnerships and academic 
freedom. In turn, they highlighted that this was resulting 
in an increasing proportion of research management 
and leadership time spent advocating for their evolving 
due diligence and assurance policies and a decreasing 
proportion of time spent on implementation.

There are avenues to soften such tensions. We are 
recommending steps to improve the resources available 
to the sector that will reduce much of the friction 
that exists. There are also limitations. We must accept 
that government sources will not always be able to 
share the rationale for their decision making and while 
transparency may be improved, it will not be without 
limitation. It remains important that we seek to drive the 
cultural change required and support the sector on its 
journey, while remaining cognisant of both our values 
and objectives.
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https://www.kcl.ac.uk/policy-institute/assets/china-question.pdf
https://www.kcl.ac.uk/policy-institute/assets/china-question.pdf
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Our engagement events found some indication from 
research organisations of a desire to transfer risk, including 
questions about whether a research collaboration 
diligence exchange could provide insurance or indemnity 
against the risks of international collaboration. Yet, there 
was resistance from other parts of the sector who were 
concerned that if the function or risk were outsourced, 
the sector would not be able to achieve the necessary 
cultural change. Funding organisations regard research 
organisations as autonomous bodies who should make 
their own decisions on their own risk appetite and were 
reluctant to engage in or see third parties engage in that 
decision making on their behalf. 

We have been clear that our proposals are for a service and 
system aimed at improving research operations, efficiency, 
equity and the robustness of information to inform decision 
making in this area. The intention would be to provide 
a service that supported institutions to more effectively 
identify high risk cases and provide them with easy access to 
the data that enabled their decision making. It would always 
remain for the organisation to determine their own risk 
appetite and to take decisions accordingly, in line with their 
missions as independent organisations.

Funding organisations echoed many of the requirements 
of research organisations but added some specific 
requirements of their own, including that both the service 
and system be able to adapt to both changes in funding 
terms and the regulatory environment.

Far-reaching potential
Research organisations also made the point that for 
some, most of the risk and need for due diligence 
and security checks relates to non-research activity or 
unfunded research. It was within this discussion that 
the problematic nature of terminology such as ‘trusted 
research’ and ‘research security’ were highlighted most 
strongly. It is therefore necessary to have a holistic 
solution that enables due diligence to be carried out 
across a range of categories. Further, they highlighted 
that the requirement to carry out such checks under 
funding terms and conditions was increasingly 
encompassing non-university partners. This was echoed 
by funding organisations who saw scope in a system that 
was made available to all their awardees.

As we explored the proposals with funding organisations 
and sector bodies, we considered the value of the system 
to funding organisations directly. This ranged from 
the ability to directly carry out checks on the research 
collaboration diligence system to the ability to learn from 
the global insights that a research collaboration diligence 
exchange may be able to offer. While the initial focus 
on developing further proposals may be with research 
organisations, it is important that the design process 
engage a broad range of stakeholders and enable other 
organisation types to be able to access the service and 
system in the future.

• There is both an appetite for and 
value in a research collaboration 
diligence exchange and research 
collaboration diligence system 
being developed to support the 
sector in addressing issues around 
due diligence, trusted research 
and security in international 
research collaboration.

• There was strong engagement 
from the sector in setting out the 
key requirements and conditions 
for utilising both the services 
of the research collaboration 
diligence exchange and research 
collaboration diligence system.

• The proposals for a research 
collaboration diligence system 
would need to evolve from 
the original specifications 
contemplated in phase one to 
account for the difference in 
approach required for trusted 
research and security checks. 

• The enhanced specifications 
would deliver additional benefits 
as compared to the original 
proposals including improving 
knowledge and insights into the 
national research and innovation 
portfolio.

• The clearing house system and 
national service would need 
to be independently hosted 
and run to ensure credibility 
and acceptance across all 
stakeholder groups. 

• There would need to be close 
engagement with the sector in 
the design and development 
process to ensure that the 
potential benefits around 
efficiency, equity, quality and 
security were fully realised.

Key Points 

CHAPTER SIX

Accessibility

Participants wanted data in the clearing house system 
to be easy to access, easy to search, easy to input/
contribute to, and presented in a simple and clear 
manner. It was important that the system be accessible 
to a range of partners whether industrial partners or 
research organisations, funders or government bodies, 
international or local. 

Credibility

Participants were also keen to ensure that the service and 
system had credibility, noting that buy in from institutions 
would likely be heavily linked to funder endorsement 
or support. They would want to have full transparency 
on policies and procedures relating to the usage and 
operation of the system to ensure that they could trust 
the security and integrity of the system. They would also 
seek transparency around the staff supporting the system, 
including their experience and qualifications. They would 
need to know that they could trust the system provider and 
the host of the national service. 

Consideration has been given as to whether the service 
might be staffed through a combination of technical staff 
and secondments from research organisations in the first 
instance, building in a balance of sector and technical 
knowledge, strong connections, and agility to respond to 
changes in the environment. In addition, this would help 
to develop talent more broadly within the sector and avoid 
any potential risks around centralising knowledge and 
expertise only within the national service. It should also 

include representation from a cross section of the sector 
within leadership, at executive and non-executive levels.

Quality

The quality of data within the clearing house system was 
also a key concern; it would need to be secure, current, 
complete, consistent, and accurate. Participants wanted 
to know that even at the simplest level, there would be 
a level of data assurance. This might be a simple check 
of questionnaires before they become searchable on 
the system to ensure the data is complete and has been 
entered in a consistent manner. It could also include 
regular reminders to those who have entered data when 
it needs to be updated, and clear flagging to users of 
when data was last updated. 

In fact, we propose that a national service should go 
beyond this, supporting organisations to understand 
the purpose and aims behind the questions in the 
questionnaire and checking whether responses answer the 
question rather than simply provide a technical data check.

Efficiency	and	value

The ability to deliver immediate value was also a key 
concern. Participants wanted to know that the service 
and system would deliver real efficiencies in a timely 
manner. A small number of institutions have now built or 
purchased systems to support their due diligence activity, 
and many have at least invested time in developing 
spreadsheet-based checklists and processes. This figure 
is likely to increase while any sector-wide service and 
system is being developed. To warrant a departure from 
their internal mechanisms, the solution would need to be 
cost effective, deliver operational efficiency, and reduce 
risk for the institution. Research organisations were also 
keen to emphasise the financial pressures and the need 
for an accessible price point and pricing options that 
made the system accessible to a range of institutions with 
different levels of activity.

Additional considerations
Additional factors such as interconnectivity with other 
systems and databases, and flexibility to embed within 
local institutional processes were also brought into the 
discussion. For instance, participants expressed a desire for 
a system that made public resources such as sanction lists 
and dual-use lists more accessible and for the opportunity 
to access a one stop shop that drew in data from due 
diligence monitoring and evaluation services to reduce the 
need to have multiple systems and wraparound processes.  
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Recommendations

RECOMMENDATION	EIGHT: As it develops and 
grows, the research collaboration diligence exchange 
should be spun out into an independent legal entity 
with greater capacity to address the unmet need 
within the sector and drive both operational culture 
change around due diligence, trusted research and 
security.

RECOMMENDATION	NINE: During the initial incu-
bation period of the  research collaboration diligence 
exchange, hosted within an appropriate sector body, 
it should be tasked with developing:

• a full business plan for spin out including a 
governance structure, a stakeholder engagement 
plan, and a sustainable financial model

• a technical specification and requirements for 
a research collaboration diligence system and 
to identify a technical partner through a tender 
process to deliver the solution for the sector

RECOMMENDATION	TEN:	The teams engaged to 
form the research collaboration diligence exchange 
should include rotating fixed-term secondments 
from research organisations, ensuring strong insight 
into research operations and supporting the de-
velopment of knowledge and expertise across the 
sector.
 

CHAPTER SIX

Path to launch
Our engagement with stakeholders across the sector 
has given us a clear picture of what both a service and 
system would need to deliver to be of value to the 
sector. We also recognise that there is an immediate 
need and accordingly, the response must be phased to 
deliver valuable outputs at each stage, ensuring that 
they continually drive improvements in practice across 
the sector. The service and system should build on the 
foundations established by earlier recommendations. 

To enable swift progress, we have proposed that a research 
collaboration diligence exchange should be established 
and incubated within an independent sector body or 
in partnership between multiple sector bodies with 
knowledge and experience around the sector response to 
the trusted research and security agenda and appropriate 
connections to stakeholders across the sector. 

In the initial incubation phase, the research collaboration 
diligence exchange should establish its own governance, 
leadership, operational capability, stakeholder 
engagement and communication plans to enable it to 
deliver throughout the incubation period. 

• Round tables to sustain 
coordination and collaboration

• Coordinated action to improve 
awareness, advocacy, training 
and events

• Establish a research 
collaboration diligence 
exchange within an 
independent sector body

• Review and revise existing 
ARMA due diligence 
questionnaire

• Develop new due diligence 
checklist incorporating trusted 
research and security questions

• Compile tool kit and resource 
bank

• Establish working group of 
early adopters to trial new 
resources and use insight to 
inform system development

• Develop detailed business plans 
to enable spin out

• Develop high-level 
specifications for the research 
collaboration diligence system 
to enable identification of a 
technical partner

• Utilise fixed term secondments, 
advisory groups and working 
groups to draw and share 
insight across the sector

• Spin out of research 
collaboration diligence 
exchange to form an 
independent legal entity with 
greater capacity and scope to 
promote a diligent and security 
conscious sector

QUICK WINS
3	-	6	months	

RESOURCE BUILDING
6	-	12	months	

SERVICE AND SYSTEM 
DEVELOPMENT 
12	-	24	months 

Projected	timeline

The	research	collaboration	diligence	exchange	will	be	
tasked	with	producing:
• a full business plan for spin out including a 

governance structure, a stakeholder engagement 
plan, and a sustainable financial model 

• a technical specification and requirements for a 
research collaboration diligence system and to 
identify a technical partner through a tender process 
to deliver the solution for the sector

In preparation for launch, the project would be spun 
out into a new entity that offered a broader range of 
services and acted as host for the system. The entity 
might be wholly independent, a subsidiary of an existing 
sector body or a joint venture between sector bodies. 
During both the development and spin out phases, strong 
engagement and involvement of representatives from 
across the sector will remain key. The solutions should be 
sector led and sector delivered. 
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Research collaboration  
diligence system
With the insight from phase one and the clear 
parameters – accessibility, credibility, quality, efficiency 
and value – identified by participants in our stakeholder 
engagement events, we were able to assess the 
feasibility of a system-based solution for due diligence in 
collaboration with project partner, Jisc.

Key considerations for the scoping of a system-based 
solution or clearing house were that it should deliver 
efficiencies for UK research organisations and their 
collaborative partners and offer a low barrier-to-entry 
to promote engagement across the sector. The aim at 
this stage was not to over-engineer the design phase 
or to limit the flexibility of a system to respond to 
future changes in funding terms and conditions and the 
regulatory environment. The intention was to consider 
the feasibility of creating a system that could be built in  
a modular way, enabling phased access to its 
functionality, and delivering value to the sector at the 
earliest possible opportunity.

A	concept	emerged	for	a	research	collaboration	
diligence	system	based	around	three	key	components	
of	functionality:

1.	INSTITUTIONAL	PROFILES Building on the 
recommendations of phase one, the new research 
collaboration diligence system should aim to resolve 
duplication of effort by providing a centralised location 
for institutions to store and share due diligence 
information using the ARMA due diligence questionnaire 
built-in to the system.

Our	approach	proposes	profiles	for	different	types	of	
users	each	with	a	specific	workflow:	

Collaborative	partners

The system would require collaborative partners to 
complete DDQ part A of the ARMA due diligence 
questionnaire as part of registration. This is designed 
to capture high-level data pertaining to organisational 
governance, policy, processes and procedures, 
responses to risks around misconduct and fraud, 
sub-contract management, grant administration, and 
finance.

It is intended that DDQ part A need only be completed 
once unless any of the DDQ part A information 
changes. Once a collaborative partner has completed 

Collaborative partner workflow

Register

Register

Login

Login

Complete 
DDQ part A

Receive 
request

Review 
part A

Review 
part B

Review all 
information

Record decision 
and mitigations 

(if required)

Complete & 
return 

DDQ part B

Review & 
release 

DDQ part A

Create 
project

Complete
TR checklist

Signpost to National Service, RCAT (or others) 
for further support and guidance 

Signpost to National Service, RCAT (or others) 
for further support and guidance 

Send
DDQ 

request

Review third 
party 

information
Proceed?

UK research organisation workflow

Research	collaboration	diligence	system	wireframe
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Building a Service and System
Spin out

The research collaboration diligence exchange would 
evolve over time from an incubated project to a fully 
independent and sustainable legal entity. The research 
collaboration diligence system would be developed and 
hosted by the research collaboration diligence exchange. 

The	overall	role	of	the	service	would	be:
• To drive cultural and operational change around due 

diligence, trusted research and security

• To facilitate UK research organisations to identify 
high-risk cases and provide them with resources and 
relevant signposting to support their decision-making

• To provide technical and user support for the 
research collaboration diligence system such as 
troubleshooting, user registration, supporting users 
in understanding the purpose and aims behind the 
questions and checking questionnaires for accuracy 
and completeness

• To provide (and where appropriate signpost to) 
training and development opportunities and 
materials. Development of these opportunities and 
materials must be co-created with sector experts  
and users

• To provide secondment opportunities to enable 
strong ongoing connections with research 
organisations and to develop, distribute and benefit 
from talent

• To provide a central point of information and contact, 
and an umbrella under which existing sector-based 
(not governmental) initiatives such as The Higher 
Education Export Control Association (HEECA) could 
be brought together. Note that in some cases this 
may mean integrating existing initiatives or resources 
into the research collaboration diligence exchange, 
and in others it may mean signposting

• To provide reporting services as set out above

• To be a key stakeholder and authoritative voice in 
sector and government discussions regarding due 
diligence, trusted research and security, working 
closely on an ongoing basis with key organisations 
and groups to understand and influence the changing 
environment, sector needs and responses

Specifically, although the service would seek to integrate 
existing services and resources wherever this is sensible 
it would complement and not duplicate functions or 
services already provided elsewhere. In addition, it is 
important to be clear that the service would not give 
advice on whether to proceed with collaborations or to 
accept or mitigate risks – this decision making would 
remain firmly with research organisations. Finally, the 
service would not give security specific advice about 
individual organisations and would not replicate the 
services of RCAT. It would work closely with and signpost 
users to RCAT where appropriate.

Key Points 

• We propose that the research collaboration diligence 
exchange should be an authoritative voice regarding 
due diligence and trusted research to drive cultural 
and operational change, provide training and 
development opportunities and support effective 
use of the clearing house and decision making within 
organisations utilising the service. 

• We propose that the research collaboration 
diligence system hosted by the research 
collaboration diligence exchange has three core 
components of functionality:

  –  Institutional profiles in which UK research 
organisations and their collaborative partners 
can complete and manage access to their due 
diligence information using a built-in ARMA due 
diligence questionnaire.

 –  Records of desk-based checks carried out based on 
the new due diligence checklist and internal decision-
making to be kept confidential to the organisation. 

 –  Connections with open-source data and third-
party governance, risk and compliance systems 
to pull through relevant data points to support 
decision making.

• Both the service and system would take time  
to develop but could be approached in a staged 
and modular way to enable early benefits to  
be realised.

CHAPTER SEVEN
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• Longitudinal	reports:	The research collaboration 
diligence system should have the ability to 
aggregate data to report on changes in data and 
questionnaire responses over time. For example, 
this could include reporting on how typical 
responses to the questionnaire have changed over 
time for a particular type of collaborative partner.

A modular approach
We are confident that the research collaboration 
diligence exchange and research collaboration 
diligence system would deliver on the stated aims of 
delivering efficiency, equity, quality and security in 
international research. However, we recognise that 
there is a tension between the time taken to deliver 
these proposals and the sector’s need for an urgent 
intervention. Our proposals for the establishment of an 
incubated research collaboration diligence exchange 
that can deliver tools, resources and gather insight to 
inform the later stages of development enables early 
benefit to be realised. Furthermore, we are proposing 
a modular approach to the system build that should 
enable the earliest possible access to different levels of 
functionality.

Interim	solution

In ARMA’s Options for Improved Efficiency, Equity and 
Quality report (2021) we proposed the implementation 
of a simple staffed inbox approach to a clearing 
house which would act as an interim solution while a 
comprehensive clearing house system was developed.

In this approach a repository for completed due 
diligence questionnaires would be created using a 
cloud-based database such as Microsoft SharePoint. 
Collaborative partners who complete an ARMA due 
diligence questionnaire and agree to share their data 
with other UK research organisations would be invited 
to email their questionnaire to a staffed inbox where 
it could be stored in the repository. UK research 
organisations could then request completed records by 
contacting the inbox to see if a particular record existed 
whereupon it could be shared.

We propose that a similar service could be provided 
by the research collaboration diligence exchange, 
in the resource building phase before the launch of 
the full spin out and system. This could have short-
term impact against inefficiencies and divergent 
approaches and would promote increased data sharing 

between institutions while the research collaboration 
diligence system is developed. It could also provide 
preliminary data to support the population of the 
system and enable early learning and insight that 
could inform system development in the future (see 
Recommendation Seven).

To further increase the benefits from this interim  
solution and to build early engagement with the 
clearing house once built, we propose that participant 
organisations are incentivised. The research 
collaboration diligence exchange should enter the data 
from any existing questionnaires in this repository into 
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Recommendations

RECOMMENDATION	ELEVEN: The research collab-
oration diligence exchange should provide support 
services including tools, resources, advice, guidance, 
and training for sector, acting as a vehicle for culture 
change through its advocacy and engagement.

RECOMMENDATION	TWELVE: A central function 
of the research collaboration diligence exchange will 
be to host a  research collaboration diligence system. 
The system should be developed with three pieces of 
core functionality. The design and build should take a 
modular approach, enabling each component to be 
accessed by the sector as it is developed. The core 
functionality will be:

• The ability to host and share core due diligence 
questionnaire data points that would be 
completed by partners

• The ability to host data relating to internal due 
diligence and desk-based research and decision 
making related to individual projects

• The ability to draw data from open access and 
commercial governance, compliance and risk 
software systems

RECOMMENDATION	THIRTEEN:	The  research 
collaboration diligence exchange should provide data 
to test and pre-populate the research collaboration 
diligence system with any due diligence information 
submitted as part of any interim solution developed 
with early adopters.

the registration process, they become searchable 
in the system and can be contacted by UK research 
organisations. Requests by UK research organisations 
to access the data of collaborative partners can 
be managed by individual users linked to a given 
collaborative partner account. That information can 
then be maintained and periodically updated by the 
collaborative partner aided by automated reminders set 
within the system.

UK	research	organisations

UK research organisations undertaking due diligence 
can create projects within which they can request 
access to collaborative partner information (DDQ part 
A) and request project-specific information using DDQ 
part B of the ARMA due diligence questionnaire. The 
system would be supported by workflow management 
capabilities that allow users to assign tasks, monitor 
progress, record decisions and set automated reminders 
to review due diligence information periodically. Projects 
created by UK research organisations would remain 
private and would not be searchable within the system 
by other users.

2.	RECORDING	DESK-BASED	RESEARCH	In response 
to the trusted research and security agenda, UK 
research organisations will be able to record desk-based 
due diligence checks undertaken on a collaborative 
partner using a newly developed ARMA trusted research 
and security checklist – as recommended in this report. 
Unlike the requests to share and manage due diligence 
information, the data collected in this document would 
be confidential and used to inform decision-making in 
relation to trusted research and security by UK research 
organisations undertaking due diligence.

3.	MANAGING	INTEGRATIONS	This refers to 
connections to open-source data and third-party 
governance, risk, and compliance systems.
In recognition of the difficulty and complexity in 
sourcing information pertaining to trusted research and 
security on collaborative partners, we worked with Jisc 
to explore whether it would be feasible for the clearing 
house to support API (application programme interface) 
integration with commercial or community-based 
systems. We were able to consider information relating 
to the most used services where research organisations 
had existing subscriptions and open data sources 
relating to common checks being carried out.

Jisc	concluded	that	a	range	of	integration	approaches	
were	possible:

• A simple URL linking out from the platform to 
licensed providers to check relevant fields. They 
would then import self-defined reports into the 
relevant project in the due diligence system

• Establishing import workflows across set modular 
questionnaire fields building on the above approach

• Fully automated population and overwrite API 
integration with a set of structured calls for 
importing data/documentation within different 
parts of the platform enabling a fuller service 
provision

Whilst any such integration would depend on the 
information provider in question, Jisc confirmed 
that it was possible for the due diligence platform to 
extract data for integration and display. The options 
presented allow for the possibility that institutions may 
integrate their existing subscriptions with the research 
collaboration diligence system or for a sector-wide 
licence to be negotiated. The cost of negotiating a 
sector-wide licence would be in addition to the costs 
presented in this chapter. The diagram clearing house 
wireframe (see page 35) provides a high-level overview 
of the user journey through the clearing house system.

Additional functionality
Participants from research organisations, funders and 
sector bodies identified reporting functionality as a key 
consideration for a clearing house and national service. 

We	explored	reporting	functionality	at	three	levels	
although	other	options	would	also	be	feasible:

• Institutional	reports:	Registered users should be 
able to configure reports using key data points 
within the system to gain greater insight into their 
organisations collaborative activity, decision-making, 
and risk profile.

• Sector	reports:	The research collaboration diligence 
system should have the ability to aggregate data 
to create sector reports using data held within 
the system. This would provide insight into the 
risk profile and risk appetite of UK research and 
innovation at different levels. For example, this 
could include reporting aggregate data about all 
collaborations relating to a particular funder or part 
of the world.

CHAPTER SEVEN
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Through our roundtables and survey we asked participants 
about their views on how a service and system should be 
funded and what contributions their organisation would 
be willing to make. It is important to put responses to the 
questions on funding within context. When asked how their 
costs relating to due diligence, trusted research and security 
had changed in the past year, 75% of funding organisations 
and sector bodies reported a slight or significant increase 
in spending. When asked whether they thought this would 
increase in the year ahead, 88% said they expected costs to 
increase slightly (31%) or significantly (56%). Similarly, 79% of 
research organisations reported an increase in spending in the 
past year and 77% thought their costs would increase in the 
year ahead. Organisations across the sector feel squeezed on 
these issues, where they have had to absorb a lot of change 
in the funding and regulatory environment, often without any 
additional resources to drive improvements.

There was a strong resistance from research organisations to any 
suggestion that they might invest in the development of a service 
or system. This was unsurprising given the broader context of 
how much pressure is being felt around resource and investment. 
Research organisation representatives felt they would be unable 
to secure investment for a solution unless the investment was 
accompanied by an immediate or rapid efficiency saving. There 
was greater appetite for a subscription model in the future, 
though some suggested that there should be an ongoing subsidy 
from government or funding organisations. Other options were 
considered and discussed such as making costs recoverable 
under grants. Participants noted that it would not be worth 
creating a complex mechanism for funding, if ultimately, all the 
costs were being borne by government or funding organisations 
anyway. It would only create unnecessary administration, further 
impacting the capacity and sustainability of research offices. 

The survey data indicated that most institutions would be 
interested in purchasing access to services and a system once 
established, as they would be able to derive immediate value. 
There was stronger interest in a more comprehensive model 
of the research collaboration diligence exchange and research 
collaboration diligence system. Our engagement with funding 
organisations suggested some appetite for short-term funding 
in the development phase but little appetite to fund long term. 
There was a suggestion that funding should be derived directly 
from government, given the importance of the agenda.

Proposal
We have identified several key stages in the development 
of a research collaboration diligence exchange and research 
collaboration diligence system as set out in the previous 
chapter. We propose that the proposals be fully funded for 

Funding a Solution
Key Points 
• Research organisations and funding organisations are 

already under significant pressure as a result of the 
changes to legislation and due diligence requirements.

• Research organisations showed some appetite for 
funding through a subscription model once a service and 
system are up and running but reluctance to fund in a 
development phase before any value could be derived.

• Funding organisations showed some appetite for an 
initial investment in a development phase but were 
reluctant to commit to long-term support.

• With support from funding organisations to get the 
initial development phase completed, there is a viable 
path toward creating a self-sustaining solution that 
delivers efficiencies for research organisations.

a period of three years, allowing full scoping, development 
and launch, with support for sector use for the first year. We 
then propose that support is tapered down and subscriptions 
tapered up as the value is realised. In addition to subscriptions, 
we propose that a pricing model should be made available for 
limited access to the system, for small and specialist organisations 
who may not feel that a subscription is viable but who would still 
benefit from the accessing the system on occasion. 

We also propose that additional funding streams such as licensing 
income and service delivery are explored. For instance, other 
countries with similar regulatory systems but greater challenges 
around infrastructure could be given access to the core platform 
to develop their own local instance of the system.

Recommendations

RECOMMENDATION	FOURTEEN: The initial development 
of the research collaboration diligence exchange and re-
search collaboration diligence system should be grant funded 
by an individual or consortium of UK research funders and/or 
government departments.

RECOMMENDATION	FIFTEEN: The funding should contin-
ue through a tapered mechanism over a five-year period that 
allows for the entity to become resilient and financially sus-
tainable while delivering demonstrable value before moving 
to a subscription and service-based funding model.

CHAPTER EIGHT

the research collaboration diligence system before, or 
shortly after the launch, effectively completing most of 
the registration process on behalf of these collaborative 
organisations. These could be checked and approved 
by the collaborative organisations before being made 
available to other users of the system.

 
Building	a	solution

Once a technical partner has been identified through a 
tender process, we propose to take a modular approach 
to building the research collaboration diligence system 
so that the components detailed below could be 
released to the sector as they become available. 

1. Research collaboration diligence system with built-in 
questionnaire – the first modular component would 
require UK research organisations and collaborative 
partners to register with the system and complete or 
review due diligence information using an embedded 
ARMA due diligence questionnaire and due diligence 
checklist.

2. Project management functionality – tools to automate 
the process of updating due diligence information, 
such as reminders.

3. API integration with commercial and community-
based systems.

4. Reporting functionality.

CHAPTER SEVEN
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This new open-access system will deliver individually-
generated records of researchers, research projects 
and research assets that will enable research security 
functions to improve their efficiency and effectiveness. 

While the UK may not have the same drivers to legislate 
for an equivalent system, the legislative intervention in 
the US means that it is in our universal interest that  
any solution is developed to be compatible with the  
use of DPIs. 

Maturity

In countries where legislation was introduced earlier, 
organisations have been able to reach a higher level of 
maturity in their practice. For instance, the University of 
Illinois Urbana-Champaign shared the matrix above which 
sets out each of the entry points for foreign influence 

within their organisation and the tools for identification 
and mitigation of risk. It demonstrates how they have 
expanded significantly beyond the core research portfolio 
and are carrying out checks on a range of activities across 
campus. 
 
Government and funding organisations have also 
been able to make further progress. For instance, the 
Government of Canada hosts the Safeguarding Your 
Research portal to support research security across the 
ecosystem, having developed National Security Guidelines 
for Research Partnerships to support researchers, 
research organisations and government funders to 
undertake consistent, risk-targeted due diligence of 
potential risks to research security. Similarly, we saw the 
launch of the Guidance for Implementation of NSPM-33 
in the USA in January 2022. 

University	of	Illinois	Urbana-Champaign	management	of	foreign	influence	matrix
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International collaboration has provided invaluable insight 
to this project. From our international colleagues on the 
advisory group, to ARMAs international sister associations 
and colleagues around the world who have shared 
insight on their own responses within conferences and 
events, we have learned a significant amount from our 
international counterparts. 

We have been able to learn the differences in how the UK 
is approaching these issues compared to other nations 
and to explore the advantages and disadvantages of these 
ways of working. 

Regulatory landscape
We have seen evidence of more top-down approaches 
in some countries. Stronger legislative intervention has 
meant a sharper focus. The risk of harsher sanctions can 
often bring internal decisions on resourcing into focus. 
However, when interventions are designed at a level 
removed from the research community, they risk proving 
more difficult to implement. In some cases, the need for 
legislative intervention appears to have some country-
specific motivation. 

For	instance,	the	National	Presidential	Memorandum	33	
on	national	security	strategy	US	government	supported	
research	and	development	(NSPM-33)	covers	key	areas	
including:
• Standardisation of disclosure requirements and 

required forms for researchers seeking federal 
funding (including standardisation of who is 
required to disclose personal information, financial 
information, and other relevant information) and 
clarification of requirements regarding the disclosure 
of potential conflicts of interest and participation in 
any foreign programmes

• Recommendations for federal agencies to standardise 
the use of digital persistent identifiers (DPIs), or a 
standard digital identification to easily share personal 
information, to simplify the disclosure process for 
researchers seeking federal funding

• Outlining potential sanctions for disclosure violations 
by researchers depending on the severity, including 
criminal and civil charges, the rejection of research 
awards, ineligibility for future awards, and other 
administrative sanctions

• Strongly encouraging federal agencies to be proactive 
about sharing information within the federal 

An International Perspective
government about individuals who have violated 
disclosure requirements or those that are suspected 
to be violating requirements. It also encourages 
agencies to share research security information 
publicly and with research institutions that frequently 
seek federal funding

• Requiring research organisations receiving $50 
million in federal research funding or more to certify 
that they have implemented a research security 
programme including four different elements: 
cybersecurity, foreign travel security, research 
security training, and export control training (if 
appropriate)

We note that in the UK, we have been able to learn from 
our counterparts and make progress in some of these 
areas without legislative intervention. For instance, RCAT 
are working to create greater harmonisation across 
government funding agencies. We have an opportunity 
to continue to learn from our international partners and 
make progress in a more direct way.

The research infrastructure in the UK also means that in 
some cases such levels of intervention are not necessary. 
For instance, the variation in state-level practice and 
more restrictive data practice have driven the need for 
the digital persistent identifiers system (DPIs) in the US. 

Key Points 

• Several countries introduced equivalent 
legislation around trusted research and security 
issues before the United Kingdom, creating an 
opportunity to learn from their experiences.

• While they have had longer to adjust to 
the regulatory changes, the approach and 
infrastructure has differed. 

• The United Kingdom is uniquely placed to 
implement a national service and system-based 
solution as part of our response.

• Our international partners have shown 
significant interest in our proposals and their 
potential application within their own context.
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CONCLUSION

The overwhelming need, appetite, and support for change 
across the sector mean that inaction is not an option. 
The sector has expressed a clear need to coordinate 
and collaborate in response to due diligence, trusted 
research, and security issues. The need is immediate, and 
it is important that we respond in a manner that offers 
practical solutions to stakeholders at every level. Options for 
resourcing may impact the speed and scale at which progress 
is made but they should not prevent progress altogether. We 
are therefore proposing a broad range of recommendations, 
that can be adapted for different circumstances, and 
approached in a phased and flexible manner. 

Quick wins
We anticipate that these initial recommendations should 
be progressed irrespective of whether further funding is 
secured. They would generate value for the sector and 
collaborative action in addressing the issues surfaced within 
this report. We recognise that securing funding would help 
to ensure that these could be progressed at pace and in a 
more equitable and accessible way. For instance, funding 
could enable centralised coordination and in-person 
engagement between key stakeholders across the sector. It 
would also enable training and development events to be 
run without a fee, removing a barrier to participation for 
certain institutions. It is important to recognise the essential 
elements of these actions. There is scope to accept progress 
over perfect and move forward as a sector.

Recommendation	One:	A series of regular round table 
events with key sector stakeholders including research 
managers, academics and policy makers should be 
established to continue conversations and build on 
relationships developed during this project, ensuring 
ongoing coordination and collaboration in the area of 
trusted research and security.

Recommendation	Two: A series of best practice exchange 
events and training courses should be developed and 
launched to support research organisations in their 
implementation of research security policies and 
procedures.

Resource building
These interim solutions require financial support and enable 
greater standardisation and knowledge sharing in a timely 
and cost-effective manner. These steps build upon the 
progress that has already been made and lay the foundations 
for more comprehensive interventions, ensuring they are 

Conclusion
informed by experiences across the sector. By bringing 
together a diverse range of stakeholders to advise, design, 
support and test, we ensure that the response is designed by 
the sector, for the sector. 

Recommendation	Three: A research collaboration diligence 
exchange should be established within an independent 
sector body to bring together existing tools, guidance, and 
training and to co-create and maintain further tools and 
training, with the sector, for use by the sector. It should 
be tasked to engage with a broad range of stakeholders to 
ensure that the advice, guidance and support it provides 
address the needs of a diverse range of institutions. 

Recommendation	Four:	The ARMA due diligence 
questionnaire should be reviewed and updated to produce 
a revised version that more comprehensively addresses 
trusted research and security related issues.

Recommendation	Five:	A new checklist should be 
developed that provides for the internal checks and 
desk-based research that need to be carried out within 
the institution on both broader due diligence and trusted 
research and security related issues.

Recommendation	Six: A tool kit and resource bank should 
be developed and maintained to complement the revised 
questionnaire and new checklist. This should be made 
freely available, ensuring greater knowledge sharing and 
support across the sector. 

Recommendation	Seven: The research collaboration 
diligence exchange should establish a new working group 
of early adopters to trial the published questionnaires 
and checklists, and trial the sharing of completed 
questionnaires and checklists within the parameters 
of technology currently available to all research 
organisations. The early learning and insight from this trial 
should inform the development of future services and a 
system-based solution.
 

Service and system 
development
These long-term solutions seek to fully address critical 
gaps across the sector, driving the necessary change 
in culture and practice that enables comprehensive 
compliance while providing sustainable and ongoing 
support as organisations continue to navigate the 
increasing complexity of research compliance. 

Recommendations

RECOMMENDATION	SIXTEEN:	The involvement 
of international peers has been invaluable to this 
project and each of the initiatives proposed  
should continue to encompass international  
engagement to ensure ongoing knowledge sharing 
and collaboration.

Funder responsibility
It is notable how funding organisations feature within 
these guides and there is a clear pattern of funding 
organisations taking a more active role in carrying out 
checks on the research projects that they fund than we 
have seen in the UK or with EU funded programmes. 
There are clear advantages to this approach in that 
checks are carried out much earlier in the process and 
problematic partnerships can be dissolved more quickly. 
Funding bodies often have closer links to government 
bodies and can take more comprehensive measures to 
block partners with hostile intentions who are seeking 
to gain access to UK research and innovation through 
multiple avenues. 

There are also limitations in that these checks can 
only be carried out on funded research that comes 
within the remit of the specific funder. They do not 
eliminate the need for checks to be carried out at a 
research organisation level. As we move towards more 
comprehensive checks across research, innovation and 
teaching portfolios, checks within funding organisations 
can only be supplementary to, not instead of, research 
organisation level checks. 

The UK is uniquely placed to make progress in developing 
a system-based solution as part of our response to issues 
of research security. Each of our international partners 
noted complexities within their own environments that 
would prevent them from being able to pursue a similar 
project from their current standpoint. Each also remained 
acutely interested in the project and its outputs, noting 
that once developed the solution could have strong 
application within their own contexts. 

CHAPTER NINE
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Appendices
Landscape analysis of existing guidance and training on due 
diligence, trusted research, export control and the National 
Security and Investment Act

Higher	education	sector	guidance

Author(s) Title General	risk	
and	security	
management

Export	
control

NSI Act Cyber	
security

Centre for the Protection of 
National Infrastructure

Trusted Research: Guidance for Academia ü ü ü ü

Universities UK, UK Research 
& Innovation, Centre for 
the Protection of National 
Infrastructure

Managing Risks in International Research 
and Innovation ü ü ü ü

Universities UK Managing Risks in Internationalisation: 
Security related issues ü ü

Universities UK The National Security and Investment Act: 
guidance for universities ü

UK Research & Innovation Trusted Research and Innovation ü

Higher	education	reports	and	resources

Author(s) Title General	Risk	
and	Security	
Management

Export	
Control

NSI Act Cyber	
Security

Association of Research 
Managers and 
Administrators UK

Due Diligence in International Research 
– Options for Improved Efficiency, Equity 
and Quality

ü

Association of Research 
Managers and 
Administrators UK

Due Diligence Questionnaire and 
Guidance ü

Higher Education Export 
Control Association

HEECA Resources ü

The University of 
Manchester

Research Risk Profiler (referenced in 
‘Managing Risks in International Research 
and Innovation’

ü ü ü ü

CONCLUSION

Recommendation	Eight: As it develops and grows, the 
research collaboration diligence exchange should be spun 
out into an independent legal entity with greater capacity 
to address the unmet need within the sector and drive  
operational culture change around due diligence, trusted 
research and security.

Recommendation	Nine: During the initial incubation period 
of the research collaboration diligence exchange, hosted 
within an appropriate sector body, the unit should be tasked 
with developing:
a) a full business plan for spin out including a governance 
structure, a stakeholder engagement plan, and a sustainable 
financial model.
b) a technical specification and requirements for a research 
collaboration diligence system and to identify a technical 
partner through a tender process to deliver the solution for 
the sector. 

Recommendation	Ten:	The teams engaged to form 
the research collaboration diligence exchange should 
include rotating fixed term secondments from research 
organisations, ensuring strong insight into research 
operations and supporting the development of knowledge 
and expertise across the sector.

Recommendation	Eleven: The research collaboration 
diligence exchange should provide support services including 
tools, resources, advice, guidance, and training for the 
sector, acting as a vehicle for culture change through its 
advocacy and engagement.

Recommendation	Twelve:	A central function of the research 
collaboration diligence exchange will be to host a research 
collaboration diligence system. The system should be 
developed with three pieces of core functionality. The design 
and build should take a modular approach, enabling each 
component to be accessed by the sector as it is developed. 
The core functionality will be:
a) The ability to host and share core due diligence 
questionnaire data points that would be completed by 
partners
b) The ability to host data relating to internal due diligence 
and desk-based research and decision making related to 
individual projects
c) The ability to draw data from open access and commercial 
governance, compliance and risk software systems

Recommendation	Thirteen:	The research collaboration 
diligence exchange should provide data to test and pre-
populate the research collaboration diligence system with 
any due diligence information submitted as part of any 
interim solution developed with early adopters.

General
These recommendations provide general guidance on the 
approach to achieving the previous recommendations. 
While we have highlighted elements that could be achieved 
without funding, it is nonetheless critical to acknowledge 
that the breadth, depth and efficiency of what can be 
accomplished would be significantly increased with financial 
support. Furthermore, we have had many opportunities to 
learn from the experiences of our international colleagues 
and there is much to be gained in continuing to foster 
strong relationships across nations that are facing similar 
challenges. 

Recommendation	Fourteen:	The initial development of 
the research collaboration diligence exchange and research 
collaboration diligence system should be grant funded by 
an individual or consortium of UK research funders and/or 
government departments.

Recommendation	Fifteen: The funding should continue 
through a tapered mechanism over a five-year period that 
allows for the entity to become resilient and financially 
sustainable while delivering demonstrable value before 
moving to a subscription and service-based funding model.

Recommendation	Sixteen: The involvement of 
international peers has been invaluable to this project 
and each of the initiatives proposed should continue to 
encompass international engagement to ensure ongoing 
knowledge sharing and collaboration.

Collectively, these recommendations represent solutions 
where we recognised that there would be a high degree 
of shared benefit and consensus. We also recognise that 
there were tensions and matters where opinions diverged. 
For instance, while there was a strong appetite amongst 
research organisations for a service and system that 
provided a level of ‘clearing’ and decision making, there was 
strong resistance amongst funding organisations and other 
stakeholders who felt it was important that ownership of 
both the risk and responsibility were retained by research 
organisations. 

We know from our engagement activity that there are 
already many ideas for how these recommendations should 
be operationalised, and enthusiasm to engage with the 
design and development process. 

We hope that they form the beginning of a multi-year 
programme of coordinated and collaborative action in 
addressing the issues that have been identified. 

https://www.cpni.gov.uk/trusted-research-academia
https://www.ukri.org/publications/managing-risks-in-international-research-and-innovation/?_ga=2.226792276.855765422.1670363467-237130073.1646740243
https://www.ukri.org/publications/managing-risks-in-international-research-and-innovation/?_ga=2.226792276.855765422.1670363467-237130073.1646740243
https://www.universitiesuk.ac.uk/what-we-do/policy-and-research/publications/managing-risks-internationalisation
https://www.universitiesuk.ac.uk/what-we-do/policy-and-research/publications/managing-risks-internationalisation
https://www.universitiesuk.ac.uk/what-we-do/policy-and-research/publications/national-security-and-investment-act
https://www.universitiesuk.ac.uk/what-we-do/policy-and-research/publications/national-security-and-investment-act
https://www.ukri.org/about-us/policies-standards-and-data/good-research-resource-hub/trusted-research-and-innovation/?_ga=2.226792276.855765422.1670363467-237130073.1646740243
https://arma.ac.uk/arma-publishes-findings-of-international-research-due-diligence-report/
https://arma.ac.uk/arma-publishes-findings-of-international-research-due-diligence-report/
https://arma.ac.uk/arma-publishes-findings-of-international-research-due-diligence-report/
https://arma.ac.uk/first-output-from-the-consolidated-approach-to-assurance-and-due-diligence-project/
https://arma.ac.uk/first-output-from-the-consolidated-approach-to-assurance-and-due-diligence-project/
https://heeca.org.uk/resources/
https://www.qualtrics.manchester.ac.uk/CP/File.php?F=F_42Yb6C00ACABdjg
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Other	policy	based	reports	and	resources

Organisation Resource Title

The Policy Institute King’s College 
London, Harvard Kennedy School,  
Rt Hon Jo Johnson

The China Question – Managing risks and 
maximising benefits from partnership in higher 
education and research

Higher Education Policy Institute A primer on the National Security and 
Investment Act

Civitas Civitas Report - Inadvertently Arming China? 
The Chinese military complex and its potential 
exploitation of scientific research at UK 
universities

Australian Strategic Policy Institute Australian Strategic Policy Institute - The China 
Defence Universities Tracker

APPENDICES

UK	Government	departments

Department General	Risk	and	Security	
Management

Export	
Control

NSI Act Cyber	
Security

Other

Research Collaboration Advice Team ü ü ü ü

Centre for the Protection of National 
Infrastructure

ü ü ü ü

National Cyber Security Centre ü ü

Export Control Joint Unit ü

Academic Technology Approval Scheme ü

Foreign, Commonwealth and 
Development Office

ü

Information Commissioners Office ü

Intellectual Property Office ü

UK Gov Sanctions ü

Modern Slavery Register ü

Nagoya Protocol ü

International	resources

Organisation Resource Title

US Bureau of Industry and Security US Entity Control List

EUR-Lex EU Export Control List

United Nations United Nations Security Council Sanctions

Federal Demonstration Partnership FDP Expanded Clearing House

European Commission Search for an Organisation (PIC registration)

Wassenaar, The Hague Wassenaar Arrangement

Transparency International Transparency International Corruptions Perceptions Index

The Cato Institute CATO Index - Human Freedom Index

World Justice Project World Justice Project - The Global Rule of Law Index

https://www.kcl.ac.uk/policy-institute/assets/china-question.pdf
https://www.kcl.ac.uk/policy-institute/assets/china-question.pdf
https://www.kcl.ac.uk/policy-institute/assets/china-question.pdf
https://www.hepi.ac.uk/2022/08/23/a-primer-on-the-national-security-and-investment-act/
https://www.hepi.ac.uk/2022/08/23/a-primer-on-the-national-security-and-investment-act/
https://www.civitas.org.uk/publications/inadvertently-arming-china/
https://www.civitas.org.uk/publications/inadvertently-arming-china/
https://www.civitas.org.uk/publications/inadvertently-arming-china/
https://www.civitas.org.uk/publications/inadvertently-arming-china/
https://www.aspi.org.au/report/china-defence-universities-tracker
https://www.aspi.org.au/report/china-defence-universities-tracker
https://www.gov.uk/government/groups/research-collaboration-advice-team-rcat
https://www.cpni.gov.uk/trusted-research-academia
https://www.cpni.gov.uk/trusted-research-academia
https://www.ncsc.gov.uk/
https://www.gov.uk/guidance/export-controls-applying-to-academic-research
https://www.gov.uk/guidance/academic-technology-approval-scheme
https://www.gov.uk/government/organisations/foreign-commonwealth-development-office
https://www.gov.uk/government/organisations/foreign-commonwealth-development-office
https://ico.org.uk/
https://www.gov.uk/government/organisations/intellectual-property-office
https://www.gov.uk/government/publications/the-uk-sanctions-list
https://modern-slavery-statement-registry.service.gov.uk/
https://www.gov.uk/guidance/abs
https://www.bis.doc.gov/index.php/documents/regulations-docs/2326-supplement-no-4-to-part-744-entity-list-4/file
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1538136843775&uri=CELEX:52016PC0616
https://www.un.org/securitycouncil/sanctions/information
https://fdpclearinghouse.org/
https://webgate.ec.europa.eu/erasmus-esc/index/organisations/search-for-an-organisation
https://www.wassenaar.org/
https://www.transparency.org/en/cpi/2021
https://www.cato.org/human-freedom-index/2021
https://worldjusticeproject.org/rule-of-law-index/
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The legal frameworks

The	growing	burden	of	research	compliance

There has been a significant increase in the legislation 
impacting research activity. We have sought to illustrate 
this by bringing together legislative frameworks that have 
been introduced in the UK with implications for research 
and funding organisations. 

We recognise that it is not an exhaustive picture of 
legislation or compliance obligations that research 
and funding organisations are navigating. For instance, 
we have not included additional or equivalent acts 
applicable to the devolved nations such as the Freedom 
of Information (Scotland) Act 2002 or Mental Capacity Act 
(Northern Ireland) 2016.

In international research collaborations, it is sometimes 
necessary to consider international legislative frameworks 
such as International Traffic in Arms Regulations (ITAR) 
and Export Administration Regulations (EAR). When 
receiving international funding, organisations may also 
be subject to regulations associated with international 
funders such as the Public Health Service Financial 
Conflict of Interest Regulations. 

Even with these restrictions, we can see an exponential 
growth in the legal frameworks that impact research 
activity and that is set to continue. This illustration is 
unlikely to remain current for long as we see the progress 
of pending legislation such as the National Security Bill 
and Higher Education (Freedom of Speech) Bill.

Primary	legislation

PRE 2000

Patents Act 1977

Animals (Scientific Procedures) Act 1986

Copyright, Designs and Patents Act 1988

Competition Act 1998

2000 – 2010

Freedom of Information Act 2000

Anti-terrorism, Crime and Security Act 2001

Export Control Act 2002 

Mental Capacity Act 2005

Terrorism Act 2006 

Bribery Act 2010 

POST 2010

Care Act 2014 

Intellectual Property Act 2014

Modern Slavery Act 2015 

Higher Education and Research Act 2017 

Data Protection Act 2018 

Sanctions and Anti-Money Laundering Act 2018

Counter-Terrorism and Border Security Act 2019 

UK General Data Protection Regulation

Medicines and Medical Devices Act 2021  

National Security and Investment Act 2021

Subsidy Control Act 2022

Secondary	legislation

PRE 2010

The Medical Devices Regulations 2002 

The Medicines for Human Use (Clinical Trials) Regulations 
2004 

The Export Control Order 2008 

The Human Fertilisation and Embryology (Disclosure of 
Information for Research Purposes) Regulations 2010

POST 2010

The Human Medicines Regulations 2012 

The Genetically Modified Organisms (Contained Use) 
Regulations 2014 

The Public Contracts Regulations 2015 

The Nagoya Protocol (Compliance) Regulations 2015

The Competition Act 1998 (Research and Development 
Agreements Block Exemption) Order 2022

https://www.legislation.gov.uk/ukpga/1977/37
https://www.legislation.gov.uk/ukpga/1986/14/contents
https://www.legislation.gov.uk/ukpga/1988/48/contents
https://www.legislation.gov.uk/ukpga/1998/41/contents
https://www.legislation.gov.uk/ukpga/2000/36/contents
https://www.legislation.gov.uk/ukpga/2001/24/contents
https://www.legislation.gov.uk/ukpga/2002/28/contents
https://www.legislation.gov.uk/ukpga/2005/9/contents
https://www.legislation.gov.uk/ukpga/2006/11/contents
https://www.legislation.gov.uk/ukpga/2010/23/contents
https://www.legislation.gov.uk/ukpga/2014/23/contents/enacted
https://www.legislation.gov.uk/ukpga/2014/18/contents/enacted
https://www.legislation.gov.uk/ukpga/2017/29/contents
https://www.legislation.gov.uk/ukpga/2017/29/contents
https://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://www.legislation.gov.uk/ukpga/2018/13/contents/enacted
https://www.gov.uk/government/collections/counter-terrorism-and-border-security-bill-2018
https://www.legislation.gov.uk/eur/2016/679/contents
https://www.legislation.gov.uk/ukpga/2021/3/contents/enacted
https://www.legislation.gov.uk/ukpga/2021/25/contents/enacted
https://www.legislation.gov.uk/ukpga/2022/23/contents/enacted
https://www.legislation.gov.uk/uksi/2002/618/contents/made
https://www.legislation.gov.uk/uksi/2004/1031/contents/made
https://www.legislation.gov.uk/uksi/2004/1031/contents/made
https://www.legislation.gov.uk/uksi/2008/3231/contents/made
https://www.legislation.gov.uk/uksi/2010/995/contents/made
https://www.legislation.gov.uk/uksi/2010/995/contents/made
https://www.legislation.gov.uk/uksi/2012/1916/contents/made
https://www.legislation.gov.uk/uksi/2014/1663/contents/made
https://www.legislation.gov.uk/uksi/2014/1663/contents/made
https://www.legislation.gov.uk/uksi/2015/102/contents/made
https://www.legislation.gov.uk/uksi/2015/821/made
https://www.legislation.gov.uk/uksi/2022/1271/contents/made
https://www.legislation.gov.uk/uksi/2022/1271/contents/made
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