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Joe Timlin

Joe supported the ARMA Complex
Collaborations and subsequent FCDO SIN
projects and offers a key operational
perspective having implemented research
security controls at Northumbria and
Loughborough universities. He holds
institutional relationships with RCAT and NPSA;
IS an active contributor to ARMA Training and
Development and the HEECA Security Sub-
Group; and has represented the sector at
national and international events including the
UUKIi and SIN Research Security events in
London, Paris and Rome.

Linsey Dickson

Linsey is Interim Executive Director of
Research, Innovation and Business Engagement
at University of Stirling. She is also past chair of
the INORMS working group and a member of
ARMA. Linsey has presented on research
security across Europe and internationally and
was asked to represent the Young European
Research Universities Network (YERUN) as a
thematic expert at the stakeholder meeting on
Research Security organised by the European
Commission and contributed to their advocacy
work on Research Security and the EU
Framework Programme.
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Tell us where you are joining us from today?
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Central and Eastern Northern Europe Southern Europe Western Europe Outside Europe
Europe
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How familiar are you with research security?

45

12

Familiar Somewhat familiar Not familiar
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Has your institution begun to adapt its processes to manage research security?

Yes No Not sure
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derstand whether they

.

ractice by which such principles of

1 [ G best practices across the research community around these

cansi‘ blishing a vir “E ace demy of researchers.

....

®* The WG has completed all of its purposes through the online publication of the “G7 Common
Values and Principles on Research Security and Research Integrity:"; and the “G7 Best Practices

For Secure & Open Research”, and the establishment of a Virtual Academy.



The common values of research integrity and security apply
broadly to all members of the research community,
including governments, research funders, research
institutions, and researchers themselves. These values
include academic freedom, institutional autonomy, and the
ethical conduct of research

A finalized version was signed-off by ministers at the G7
Science Ministerial in May 2022.
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To support the implementation of the identified common values
and principles, a list of best practices has been developed by G7
members to provide high-level information on practices that
contribute to secure and open research.

The paper recognizes that all stakeholders in the research
community have a role to play, and is structured to provide
guidance to governments, research funders, research institutions,
and researchers. The paper will also include examples of best
practices being implemented by different G7 members

A finalized version was signed-off by ministers at the G7
Science Ministerial in May 2023
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To help research actors (i.e. governments, research funders, research institutions and researchers) develop,
from their respective points of view, a shared understanding and a deeper knowledge of research
integrity and security, allowing for international collaboration to continue with confidence.

To facilitate information sharing among research actors on common risks and forms of misconducts and
on proportionate, and appropriate measures to protect the security and integrity of the local and/or
global research ecosystem.
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G7 Administrators: The administrators = nominated by each G7 member - will
be responsible for updating the platform, its graphics, folders and functions,
monitoring the platform and they will be called ‘G7 Administrators’. They will
be governmental representatives and will remain on duty as administrators
for as long as their country is a member of the G7.

Oversight Board: Comprised of the current, incumbent and previous G7
presidents with the UK as an English language expert and European Commission
as a permanent observer, this group will meet every three months to regulate
and update the Virtual Academy




_{ Mentimeter

Click this link: Apply to join the G7 Ensure that you select Your Once accepted go to
https: / /europa.eu / Virtual Academy on your country and countries/partner the Toolkit Module
sinapse /directacces Research Security and upload a CV with countries validator and review the User
s/sigre Integrity community references will review your Manual for guidance
A membership and on how to upload
accept you onto the documenrs/messcﬂges

platform etc onto the platform
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Do you have national research security guidelines in your country?

40

Yes No Not sure
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Discussion: please ask any questions

Are educational Securitas included? Can multiple people from one institution The platform seems to be hosted on an
If not, why? join the G7 Virtual Academy? EU site. Will it be open to all EU members
eventually?
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TIM's database contains 3 types of documents, updated
annually:

o Scientific publications in Scopus. 40,000 journals by Elsewier and other publishers
with more than 50 million abstracts (in English, also if the full paper is e.g. in Chinese)

« Patents (European Patent Office - PATSTAT, containing about 25 million patents from
more than 90 worldwide patent authoribes including all the major countries

« EU funded projects (CORDIS). more than 77 000 research projects, including also
partners from third countnes

Dual-use technologies might be included in the contents of SCOPUS abstracts, patents and
EU-funded research projects, which therefore could be subject to export authonsations pnor
to publicabon or shanng, as required by Requlaton 2021/821
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possible relevance

TIM Dual-Use applications can be multiple

 Mapping of a country's R&D intermmational cooperation networks related to dual-use;

« Mapping of specific research institutes, companies, Universities, researchers’ scientific
publications with regard to potental dual-use technologies

« Monitoring of emerging technologies (technological development and trends, as
appeanng from chronological and geographical developments)

For research entities in particular

» Assess the past scientific production to dentify articles, patents or EU-funded project
results already produced and published, which could have had a potential dual-use
content

Access TIM DU
dashboards for:

Technologies related to the EU dual-use
control list's categories:
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Entry type ID: 5_2.52.0-85180551410 Year 2023

Kurmmapu M. K. Lvovsky A Iunova V.V, Fedorov ALK, Tlunov E.5.. Hingbauwer M., Blall K., Monz 1., Maer C

A prerequisite to the successful development of quantum computers and simulators is precise understanding of the physical processes occumng therein, which can be achieved by measunng the quantum states that they produce. However, the resources required for traditional quantum state estimation scale
exponentially with the system size, highlighting the need for altemative approaches. Here, we demonstrate an emcient method for reconstruction of signiicantly entangled multiqubit quantum states. Using a vanational version of the matnx-product-state ansatz, we perfiorm the tomography (in the pure-state approcamation )
of quantum states produced in a 20-quibst trapped-ion Ising-type quantum simulator, using the data acquired in only 27 bases, with 1000 measurements in each basis. We observe supenor state-reconstruction quality and faster convergence compared to the methods based on neural-network quantum state

representabons: restncted Boltzmann machines and feed-forward neural networks with autoregressive architecture. Our results pave the way toward eficient expenmental charactenzation of complex states produced by the quench dynamics of many-body quantum systems
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Entry type ID: 5_2.52.0.85169700644 Year: 2023
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Looped Pipelines Enabling Effective JD Qubit Lattices in a Strictly 2D Device ﬂ
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Quantum Computing is Scalable on a Planar Array of Qubits with Fabrication Defects n
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[RE:I-Iime panomechanical property modulation as 3 framework for tunable NEMS

lype: Amicle |l]]: S 2-s2 0-85126720276 Year: 2022

Authors: Ali U.E., Bhaskaran H., Modi G., Agarwal R.
Orpamisations: University of Oxford, University of Pennsylvania
[Phase-change matenals (PCMs) can switch between amorphous and crystalline states permanently vet reversibly However, the change in theirr mechanical properties has largely gone unexplomted. The most practical configuration using suspended thin-films suffer from filamentation and melt-
iquenching. Here, we overcome these hmitations using nanowiwres as active nanoelectromechanical systems (NEMS). We achueve active modulation of the Young 's modulus in GeTle nanowwes by explomting a umque dislocation-based route for amorphizaton. These nanowwre NEMS enable
ipower-free tuning of the resonance frequency over a range of 30%. Furthermore, thewr huigh quality factors (Q > 104) are retmined after phase transformation. We utilize thewr intninsic prezoresistivaty wath unprecedented gauge factors (up to 1100) to facilitate monolithic integraton. Our NEMS
demonstrate real-time frequency tuning in a frequency-hopping spread spectrum radio prototype. This work not only opens up an entirely new area of phase-change NEMS but also provides a novel framework for utihizing functional nanowires in active mechanical systems

~ - z . -

Year: 2022

Type. Amicle ID:S 2-s2.0-85135022610

Authors: Nadlinger D.P., Drmota P, Nichol B.C., Araneda G., Main D)., Srinivas R., Lucas DAL, Ballance C.J., Ivanov K., Urbanke R.L., Tan E.Y.-Z., Renner R., Sekatski P., Sangouard N., Bancal J.-1).
Orpamisations: University of Oxford, School of Computer and Communication Sciences, Institute for Theoretical Physics, University of Geneva, Université Paris-Saclay

‘Cryptographic key exchange protocols traditionally rely on computational conjectures such as the hardness of prime factorizationl to provide securnity agamst eavesdropping attacks. Remarkably, quantum key distnbution protocols such as the Bennett—Brassard scheme? provide information-

theoretic secunty against such attacks, a much stronger form of secunity unreachable by classical means. However, quantum protocols realized so far are subject to a new class of antacks explomting a mismaich between the quantum states or measurements implemented and thewr theoretical
'modelling, as demonstrated 1n numerous expenments3—6. Here we present the expernimental realization of a complete quantum key distribution protocol immune to these vulnerabilities, followmng Ekert's pioneenng proposal’ to use entanglement to bound an adversary’s information from

Bell's theorem8. By combining theoretical developments with an improved optical fibre link generating entanglement between two trapped-10n qubits, we obtamn 95,628 key bats with device-independent securnity9-12 from 1.5 million Bell paws created dunng eight hours of run time. We take
steps to ensure that information on the measurement results 1s maccessible to an eavesdropper. These measurements are performed without space-like separation. Our result shows that provably secure cryptography under general assumptions 1s possible with real-world devices, and paves the

'way for further quantum information applications based on the device-independence pninciple.

Type: Conf ID: § 2-52.0-85146399779 Year: 2022

Authors: Alia O, Wang R., Bahrani 8., Kanellos G.T., Nejabati R., Simeonidou D., Schreier A, Faulkner G., O'Brien D., Singh R, Rarity J.

Orgamsations. University of Bristol, University of Oxford, Toshiba Europe Ltd

We expenimentally demonstrate for the first ime the simultaneous transmission of a COW-based DV-QKD channel and an 8x200 Gpbs 16-QAM coherent optical channels, both operating in the C-band over 2.5 m of free space enabled by Fiber-Wireless-Fiber terminals.

Year: 2023

Type: Article ID: § 2-52.0-85151646149

Authors: Geden M., Rasmussen K.

Orgamsations: University of Oxford

CPU registers are small discrete storage units that are used to store temporary data and mstructions within the CPU. Registers are not addressable in the same way memory 1s, which makes them immune to memory attacks and mampulation by other means. In this paper, we take advantage of
this to protect criical program data with integnity guarantees that cover register spalls. Thas protection effectively addresses control- and data-onented attacks targeting the stack, even by adversanes with the full knowledge of program memory. Our solution RegGuard 1s a software-based
mitigation techmque that uses exasting CPU registers and cryptographic primitives to protect critical vanables with hardware-level assurance Unlike conventional register allocation methods, RegGuard pnontises the secunty sigmficance of a register candidate over its expected performance
gain. Our scheme also deals effectively with saved registers to the stack, 1.e , when the compiler frees registers to make room for the vanables of a new call With RegGuard, register values saved to the stack are protected, including strong adversanes with arbitrary read and wrnite access
icapabilites. While our primary design focus 1s on secunty, performance 1s important for a scheme to be adopted i practice. RegGuard is still benefiting from the performance gain normally associated with register allocations and provides practical protection. Despite being adaptable to
different CPU architectures, we showcase the performance of RegGuard using different benchmark programs and the C library on the ARM64 architecture as a proof-of-concept.

Type: Conf ID: S 2-52.0-85152768569 Year: 2023
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‘Organisations: University of Oxford

‘Quantum Key Distnbution (QKD) has the potential to secure indoor optical wireless links. In a typical room scenano, an indoor optical wireless link will have a transmatter on the ceiling and a recerver on a desk. Ambient hght from room (typically LED) hghting on the ceiling and sunhght
icomung through the windows present a challenging environment for free-space QKD links to operate, and a key challenge 15 to mitigate the noise induced by ambient hght, particularly sunhight A combination of spectral and spatial filtening can be used to reduce the effect of ambient Light, wath
a narrowband optical failter typically used. Moreover, the wavelength of operation 1s key to further reduce the impact of ambient Light. Wavelengths 1n 3€ quiet’ regions of the solar spectrum, such as the atmosphenic absorption bands, are promusing candidates. We are currently working on a
system that operates at 13 /0 nm, where water and carbon dioxade absorption band in the atmosphere attenuate the solar spectrum substantially Thas paper reports the design and modelling of the system, with a senes of validation measurements to charactenise the effect of solar radiation on a

typical photon-counting detector as would be used in a QKD system. The aim of this work 1s to show the feasibility of the wavelength region around 1370 nm as a necessary step towards a low noise QKD recewver for indoor optical wireless links in a practical environment

Type: Conf ID:§ 252 0-85146341420 Year: 2022

Authors: Budd M., Duckworth P., Hawes N, Lacerda B, Salavasidis G., Karnarudzaman L, Harris C.A., Phillips A.B.

Organusations: University of Oxford, National Oceanography Centre

[Harvesting valuable ocean data, ranging from climate and manne life analysis to industnal equipment momitoring, 15 an extremely challenging real-world problem. Sparse underwater sensor networks are a promising approach to scale to larger and deeper environments, but these have difficulty
loffloading theiwr data without external assistance. Traditonally, offloading data has been achieved by costly, fixed communication infrastructure. In this paper, we propose a planning under uncertainty method that enables an autonomous underwater vehacle (AUV) to adaptively collect data from

y

(Type: Aruicle

Authors: Paddock R.W., Von Der Leven M.W., Aboushelbaya K., Norreys PA., Chapman D.J., Eakins D.E., Oliver M., Clarke R.J., Notley M., Baird C.D., Booth N, Spindloe C., Haddock D., Irving 5., Scott R_H.H., Pasley J., Cipriani M., Consoli F., Albertazn B., Koenig M.,
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smart sensor networks i underwater envronments. Our novel solution exploits the ability of sensor nodes to provide the AUV wath time-of-fhight acoustic localisation, and 1s able to priontise nodes with the most valuable data In both simulated experiments and a real-world field trial, we LN g,
demonstrate that our method outperforms the type of hand-designed behaviours that has previously been used in the context of underwater data harvesting P q'-:i
» » . » w ] » - v E ?_.-
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WHAT DID WE DO WITH THE DATA

* The database has a narrow focus on export control — 0,6% of all AU publications turned up in
TIM. A total of 240 hits in 2020-2023 out of 40,000 publications.

 We downloaded in excel and pdf and added columns to sort/insert data like Pl from AU,
department/school, foreign institutions, countries. | then analysed how critical they were and
color-coded them red, yellow and green depending on topics/research field.

* |then looked at cooperation with risk countries including looking for cooperation patterns.
* Took me 8-9 days full time to sort and add data.

* https://knowledged4policy.ec.europa.eu/text-mining/tim-dual-use en

2
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HOW DO WE USE TIM

* The dataset turned out to be a good starting point for a dialogue with each department
because we started by looking at concrete data. They did not know much.

* Physical or virtual meetings with all 32 departments (17 completed now) on export control.
* AllTIM hits were discussed — expect only 5-10 cases where we maybe need to license.

* The discussions went on to cover upcoming mapping of critical technologies, vulnerable
research groups, background checks of staff, guest and ph.d.s, physical security, cyber security,

new policy for accepting research projects/cooperation. Covers most of EU’s ICP structure.
Need to look at audit and documentation.

* |dentifying what we consider to be our own critical infrastructures.
» Starting to look at bibliometric data on all cooperation with China, Russia and Iran.

* Next steps: diving into critical cases; visit all departments next year to do critical technologies
mapping and local training.

/ AARHUS JOHN WESTENSEE Ol e
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i Mentimeter

\What open-source resources have you found useful in developing your own response to research
security challenges?

ASPI tracker John, fascinating work. How do you Efﬁﬂéﬂﬁ?ﬂ" https://unitrackeraspi.org.au/defenc
this data to stakeholders at your institution? Do e-laboratories/

you use the spreadsheets, or do you combine
the info into a dashboard?

UK, EU and US Sanctions Lists TIM, Aspiii, Freeform house Dimensions, for publication
dataDimensions security app (paid)

https://www.aspi.org.au/report/pickin Aspi and SciVal
g-flowers-making-honey

+ O
e ©
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\What open-source resources have you found useful in developing your own response to research
security challenges?

Sources: opensactions.org, ASPI tracker, Dimensions - a commercial tool that includes
iranwatch, the website of the partner research publications, patents, clinical trials and funds,
group in their original (!)language (use a that our Library subscribes too. You can map
browser extension to translate), Bing Copilot researchers collaborations over time.

(yes..)
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Discussion: please ask any questions

Was the number of papers higher or What limitations have you come Did you highlight the legal (compliance) rules,

lower than you expected? across in terms of the data? or dic yoll go bioddertacn the iedal
restrictions and discussed broader research

policy (institutional) restrictions?

What an amazing database! How do you Were there any data quality issues? Other Options in case not able to find my
approach things like doing background checks institution/ university in TIM database?
on staff and students without running into
problems?
© ©O
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What are

you working
on?

Who are you
working
with?

What else
could it be
used for?

Who do they
work for?

Triage questions for effective due diligence prioritisation

Sanctioned
nations

Conflict in
surrounding
nations

Why are you
doing this
work?

Why are
your
partners?







What are hostile states and actors
I D
ta rgetmgmal-use and emerging technologies

A dual-use technology can have both a civilian and military use

The hallmarks of dual-use and emerging technologies include:




A Mentimeter

Emerging technology areas include

Advanced Advanced Artificial Autonomous Civil Nuclear C o et Computing

Materials Robotics Intelligence Systems Hardware

Critical Suppliers Cryptographic Data Genetic Military and
to Government Authentication Infrastructure Engineering Dual-Use

Satellite and Suppliers to the Virtual and

Quantum
Technologies

Sustainable Synthetic

Technologies Biology Transport augmented

reality

Space Emergency
Technologies Services




EUR-Lex

| Access to European Union law

Resources to identify ‘what’
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Resources to identify ‘who’

Bureau of Industry and Security

LU.S. Department of Commerce
Where Industry and Security Intersect

Requlations Compliance & Training Policy Guidance Licensing Enforcement Add’l Programs Data TAC

Lists of Parties of

Concemn

Entity List

Demed Persons List = ’ : N ;
I he Entrty List 1s found in ‘:Li;:IL}IEI'I"Er'Ii. NO. 4 10 FPart 744 of the Export Administration HE;ILnlEJ'[IC!'IE. |0 ensure that you are retying on

the official version of the regulations, please visit the Code of Federal Regulations: eCFR = Supplement No. 4 to Part 744, Title 15

Entity List

I * Government  Gouvernement

GiCanade cuslanade S S General Description

MENU v 'he Export Administration Reguilations (EAR) contain a list of names of cerfain foreign persons — including businesses, research
nslitutions, government and private organizations, individuals, and other types of legal persons - that are subject to specific license
requirements for the export, reexport and/or transfer (in-country) of specified items. These persons comprise the Entity List, which is
found in Supplement No. 4 to Part 744 of the EAR. On an individual basis, the persons on the Entity List are subject to icensing

Guidelines and Tools 1o Implement Research Security Sensitive Technology Research and Affiliations of Concern requirements and policies supplemental to those found elsewhere in the EAR

Named Research Organizations y _——

Introduction PDF version

The Policy on Sensitive Technology Research and Affiliations of Concern provides that research grant - : —
applications submitted by a university or affiliated research institution to the federal granting '

councils— the Canadian Institutes of Health Research, the Natural Sciences and Engineering
Research Council of Canada and the Social Sciences and Humanities Research Council of Canada —
and the Canada Foundation for Innovation that involve research to advance a sensitive technology
research area will not be funded if any of the researchers involved in activities supported by the
grant are affiliated with, or in receipt of funding or in-kind support, from a university, research

institute or laboratory connected to military, national defence, or state security entities that could

pose a risk to Canada’s national security.
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Articles

Any time User profiles 101

Since 2024 Loughborough University - It
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Since 2020 Academic ibranes and social and learming space: A case study of [PDF] sagepub.com
Custom range Loughborough University Library, UK
J Bryant, G Matthews, G Walton - Joumal of librarianship .. , 2009 - joumals sagepub.com
Sort by relevance This article is a case study from Loughborough University in the UK to evaluate the use of
Sort by date a large open leaming/social space in the library. The investigation employs an ethnographic
ir Save W Cite Cited by 291 Related articles All 4 versions
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Review articles Building an institutional repository at Loughborough University: some [PDF] emerald.com
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include patents J Barwick - Program, 2007 - emerald.com
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Countries subject to arms embargo, trada $dent
and other trade restrictions

R e so u rc es t o i d e n t ify " w h e re g This list details specific countries where arms embargo, trade sanctions and

other trade restrictions have been imposed. This list does not include
countries subject to only financial or other types of sanctions.

S p Last update 28102024
() EU Sanctions Ma , -
P List of countries:

Afghanistan (trade sanctions including an arms embargo, and transit
control)

Albania (transit control)

Argentina (trade restrictions and transit control)

Armenia (arms embargo, trade controls, and transit control)

Azerbaijan (arms embargo, trade controls, and transit control)

Belarus (trade sanctions including an arms embargo, and transit control)
Benin (ECOWAS restrictions and transit control)

Office of Financial Bosnia/Herzegovina (transit control)
Sanctions Implementation " oo o 3
HM Treasury Burkina Faso (ECOWAS restrictions and transit control)

Burma (Myanmar) (trade sanctions including an arms embargo, and transit
control)

rne consohdaled 5! of financial sanclions largels search enables users o lind informabon refaling (o assef freeze a B uru ndl (tran5 lt ﬂﬂntfﬂ'l}
appropriale due diigence in respect of inancial sanctions largels Relance on, or use of, the information comntained |

eneral guidance for more information on the consoidaled ist CﬂmE‘fDDﬂ (tranﬁ.it Cﬂﬂtrﬂ'l:}
iff vou have feedback on this search ool please confact us by emall aif OF Sihamireasun i IR G Ll ng resey it
Cape Verde (ECOWAS restrictions and transit control)

Central African Republic (trade sanctions including an arms embargo, and
transit control)

Chad (transit control)

China (People s Republic other than the Special Administrative Hegions)

Financial Sanctions Search

Search for

Fuzzy Search is OFF

Enabiing Fuzzy search will ind maiches even when USers misspell Search erms or entér in oniy partal words for |

l"'i'L"'t'-:I.Ei'-'l"'b.' the apbional FLUZZy Distance will increase the malches bul may make [he resulls less relgvant. Increase

Fuzzy Search

Regime

ANy regime
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Resources to identify ‘where’

UNITED NATIONS  Universal Human .
( HUMAN RIGHTS  piahts Index Countries  SDGs

OFFICE OF TE] HIEE (OMEILLIONER

Algeria

Academic Freedom
' Index

CORRUPTION PERCEPTIONS INDEX

Andorra

United Arab
Emirates

Afghanistan

Antigua and
Barbuda

Albania

Armenia

Country Hank

Angola

Denmark

T .

Finland

MNew Sealand

Morway

Singapore

Sweden
% Click on any country in the map or index Lo see its | ull score.

Switrerliana

Metherlands

Germany

Luxembourg

relanc

Canada

Estoma
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Resources to identify ‘why’

There is a balance between providing assurance
and creating excessive burdens on your
organisation’s resources.

This means making decisions around your

e organisational appetite for risk, financial
Costs and risks assurance, reputational and political standing
and horizon scanning.

Benefits and synergy

E
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Establishing risk levels

A simple set of triage questions can be used to establish a risk rating.

Medium risk -

This collaborator
presents risks which
must be reviewed,
mitigated and approved

Low risk —
this collaborator

presents some known
risks which can be
mitigated or accepted

Lowest risk -
This collaborator or

partner is likely to be low
risk

W m p AN © Copyright — Formation Consultancy Limited 2°



Tailoring Due Diligence with Risk Ratings

Once this risk rating has been established, you can use a standard due diligence template,
Increasing the areas reviewed according to the risks identified.

This ensures that you focus the maximum amount of our resources on the highest-risk activities.

Lowest risk — Triage

questions used to 2 Low risk —requires basic
establish risk are Jue diligence checks only

High risk — Full due
4 diligence reporting

Medium risk — due

3 diligence required on
most risk factors

covering widest set of
checks

sufficient due diligence

Increased risk

N\ nn 1\ © Copyright — Formation Consultancy Limited 2



Due diligence caseloads in relation to the risk level

As the risk increases, more
detailed and in-depth due
diligence is required, while the
volume of cases this applies to
decreases.

@ Copyrlght - Formatlon Consultancy Limited 2
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OTOR Analysis

a Opportunities Technology area
| -rr; : Asks u.;ha’stt.)en:fits {t:-I: | Considers the technology,
oA RER :F' ":; EES_ 'S_t , sector or subject area that is
prﬁesven? ol i included within the proposed
Stirling? . research or partnership.

Organisations Region

Considers the organisations Considers the geopolitical
factors of regions of
operation; including
sanctions, human rights and
corruption.

in a proposed partnership,

any links to other
organisations and identifies
conflicts of interest.

. - — i, R,
s

- o — .
=
=1

University of Stirling — OTOR and Research risk management BE THE DIFFERENCE

.1-~
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Risk categories:

Risk appetite levels will vary, in some areas it will be
‘averse’ or ‘cautious’, in others it will be ‘open’ or ‘eager’.
Challenge can still be found in this approach i.e. adverse
risk appetite for legal and compliance risks but open on

partnerships.

a - . - o = -
T Me— — p— — - - — — - = S
o - = S — PR ‘.'..__. - —— — =

—
— = e Inl*-

BE THE DIFFERENCE
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Do you have processes in place to triage research security risks at your organisation?

Yes No Not sure
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\What open-source resources have you found useful to triage research security risks?

ASPI tracker OpenCorporates for checking company lran watch
ownership, directors and subsidiaries

Dimensions (for publication Bellingcat Canada, US, Japan, EU and UN

data)Dimensions security app (paid) sanctions

Dimensions Xapien, Open Corporate , Company © O
House e 2
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\What open-source resources have you found useful to triage research security risks?

CreditSafe for financial risk analysis

Open Sanctions

University subscription to Dow Jones
for Factiva

Trademo for private companies
(free)

Companies House/Government business
registration- checking persons with
significant control and whether they are
based overseas

IndueD

+ O
e ©
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How would you describe your organisation’s risk appetite?

20

Averse (lowest) Minimalist Cautious (moderate) Flexible Open (high)
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Discussion: please ask any questions or add any comments or reflections on today's session



Thank you for joining us today!

Final events in this series:

* Products to support research security management
(December 12th 2024, 09:30-11:00)

1 M Loughborough UK Science
¥ 7 University S & Innovation |

Network






