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« Nikki Kernaghan (Queens University Belfast)
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« John Westensee (Aarhus University)

« Representative from Department for Science, Innovation and Technology (UK government)

« Andrew Webb (Kings College London)

* Dr Melissa Bliss (Queen Mary University of London)
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Introduction

* Onelive event in Odense and three online webinars that followed based on the feedback from participants in

Odense

» Three online webinars covering insider threat, open-source tools and commercial resources
» Primarily an engagement, training and development project

» Use of dynamic engagement tools enabled us to gain a range of insights into research security across Europe

» Able to source collective intelligence into the tools and resources being used across the sector

» Opportunity to share for the benefit of the European research and innovation sector
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The European context

Study suggests more European

cooperation on research security

European Commission to seek Council recommendations on
research security

EU moves to shield
researchers from Chinese
Interference
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INnstructions
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Tell us where you are joining us from toaay

Poland Uk Swansea University UK

Poland Warsaw, Poland Uk Poland
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Tell us where you are joining us from toaay

Poland Kings College London Dublin, Ireland France

Belgium Brussels Finland Denmark. Aarhus UK
University
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Tell us where you are joining us from toaay

Gothenburg, sweden London, UK Scotland UK

UK UK London Finland
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Tell us where you are joining us from toaay

Finland Stockholm

UK

East Sussex, UK UK Finland Finland
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Tell us where you are joining us from toaay

National Science Norway UK Poland
Centre, Poland

UK UK UK Austrio
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Tell us where you are joining us from toaay

France Spain Scotland Finland

Scotland Norway UK, King's College UK
London
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Tell us where you are joining us from toaay

Manchester Met UK
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"Nations across Europe and beyond share a common goal of
achieving a security conscious culture within the global research
and innovation ecosystem. This is most effectively achieved
through a focus on training, development, networking and
collaboration.”

T2



M Mentimeter

Progress
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Progress

Where would you place your institution on the maturity

curve?

Trusted research maturity curve
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Challenges

“We’re going through a similar process.
Is there any scope for collaboration?”

“How [do we]
avoid discrimination of
certain nationalities?”
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“There was concern that these diverging approaches
between countries that collaborate frequently would lead
to duplication of effort and increasing barriers for

international research.”
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Challenges

Understanding the regulatory requirements # Access to guidance and training @ Skills needed @& Capacity within research/tech transfer office @ Ability to recruit necessary expertise

@ Access to specialist products and tools Cost of resources needed @ Efficiency of implementation programme @ Lack of central repository or system

® Lack of understanding amongst researchers participating in high risk collaborations
20

19

10

What are your top concerns when it comes to operationalising due diligence and research security protocols?
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"The discussion highlighted not just the barriers between
institutions but within them.”
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Challenges

How would you describe your organisation's risk

appetite?
Open Averse
I% L LI "This Is perhaps wnhere we got the most
S% surprising response throughout the
events.”
Flexible Cautious
45% -
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How does the risk appetite of your institution now compare to 12 months ago?

24

3
O

Significantly more closed Slightly more closed About the same Slightly more open Significantly more open




M Mentimeter

In the last 12 months, how has your confidence in the following changed?

Sector financial stability

Organisational financial stability

Policy environment for research

Regulatory burden on research organisations

Organisational understanding of risk environment

Research office understanding of risk environment
3.7

Organisational ability to manage risks impacting research

Significantly less confident Significantly more confident




Solutions

Do you believe a national
system to support due
diligence and research
security requirements
would have a positive
impact for your
institution?

Not sure
10.5%

84.2%

Do you think the Complex
Collaborations

recommendations would have

relevance where you are?

NOt sure

NO
5%

29%

Yes
70%

M Mentimeter

Would you like to see more

international collaboration in

this space?

Yes
100%
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Solutions

What are your key takeaways
from today?
« Complexity
» Need for collaboration
» Research security is a journey
« Raise awareness of existing
support

"These findings suggest that there is a
strong appetite amongst the research
management community for a
centralised response to research
security that supports the sector in

making meaningful progress in What opportunities for
; . _ collaboration would you like to
operatlonallsmg research security pursue together?

* Product demonstrations

« Develop an online repository
for information sharing

 Legislative standardisation
across Europe

 Equitable partnerships and
impact on LMICs

measures.”




Does your institution use a
third party due diligence
provider?

MOt sure v
16% -

. 18%

NO
66%

Does your institution use a
bibliometric tool?

Not sure
Z23%

44%

‘|TIhere is significant scope for driving efficiencies and
effectiveness in practice across the European sector.”

M Mentimeter
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As we progress next steps, what kind of events and resources would you like us to prioritise (up to 3)?

b < < A4 Il
= 14 b 12 B
Online conféfence In person eonference In person workshops
32
Case studies Discu groups Other
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\What topics are you most interested in (up to 3)7

8

Train the trainer Systems for rese

anagement Understandirg

A

wil
-

ko -
{ -

gk
f@-m 1 7
J ——y
Operationalising resec security Defining your risk appetite Secure innovation
0
Balancing securi en and equitable Advocacy fcheseclrch security Other

principles




M Mentimeter

Resources

I | priacica ‘ | ‘

mtegnty. 67 (2022)
Lomplex Collaboratians - Effioency, Equity, Quality and National guidelines for
Secuntyn Infernational Research, ARMA UK (2023) research and innovahaon

secunty in Europe

o EU Apprgach to Secure Internatignalisation HEECA (2023}

Research securnty; bullding blocks for research approval,

European Commission (2024)

White paper on ophons for enhancing supgort for research and
Reports on development nvolwing technologies with dual-use potenhal Lﬂﬁ;::;ﬂ::nd
research and European Commission (2024] management
innovahon g€
security in secunng the UK's Al Ecosystem, CETaS, Tuning Institute (2025)
Europe

Palicy nmendation on Research Security in Romania

(2025)

The EU research securty inthahve imphcahons for the

apphcation of export controls in academia and research
nstitutes, EU (2025}

From Awareness to Achon: Research Secunty in Czech and
European Acaderma (2025

Eurcpean research secunty threat perspectives and the
responses of policy makers and research perffarmang
oroanisahons (2025]




M Mentimeter

Conclusions

» There has been progress in this space across Europe and maturity levels are increasing

« That progress has been uneven - we have a collective interest in ensuring that research
organisations across Europe are moving forward together

« There are common challenges in operationalising research security such as the need for advocacy,
resources and specialist skills

« There are also challenges in balancing the security agenda with other risk factors such as financial
sustainability, equality and academic freedom

« There are a wide range of open-source and commercial tools available — currently both awareness
and usage appear low and addressing this could drive greater efficiency and effectiveness

» There is an opportunity for greater cooperation in training, development and knowledge exchange to

drive better practice
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"Stronger cooperation across the European landscape is critical
to creating safer partnerships amongst nations who collaborate
deeply and share common interests and goals.”
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Do you have any questions or feedback for us?

1 question
O upvotes
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